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Chapter 1 focuses on the digital health revolution which 
brings together eHealth, mHealth and even wearable 
health.	Today,	it	is	difficult	to	improve	healthcare	without	
the help of new technology. Technology is a central 
part of healthcare development. EHealth and mHealth 
solutions	have	a	great	potential	to	increase	the	efficiency	
of healthcare systems and to transform the face of 
health	service	delivery	across	 the	EU.	They	offer	many	
advantages to patients and healthcare providers and the 
use of ICT in healthcare also allows for the  reduction in 
costs and improvement in treatment and care. 
The European Commission’s work on digital health goes 
back	 to	 2004	 when	 the	 first	 eHealth	 Action	 Plan	 was	
brought into play and accepted by EU Member States. 
Since then, policy initiatives have been developed to 
foster the adoption of eHealth throughout the EU. The 
adoption in 2011 of the Directive on the Application of 
Patients’ Rights in Cross Border Healthcare (Directive 
2011/24/EU) marked a further step towards formal 
cooperation on eHealth with the aim to maximize social 
and	economic	benefits	through	interoperability	and	the	
implementation of eHealth systems. On 7 December 
2012, the European Commission adopted the “eHealth 
Action Plan 2012-2020 - Innovative healthcare for the 
21st	 century”	 which	 clarifies	 the	 policy	 domain	 and	
outlines the vision for eHealth in Europe, in line with the 
objectives of the Europe 2020 Strategy and the Digital 
Agenda for Europe. On 10 May 2017, the European 

Commission published the mid-term review of its 
Digital	 Single	 Market	 strategy.	 Specifically	 regarding	
eHealth deployment, three priorities for EU actions were 
identified:	 enable	 citizen’s	 secure	access	 to	and	use	of	
health data across-borders; support a cross-border data 
infrastructure to advance research and personalized 
medicine; and facilitate feedback and interaction 
between patients and health care providers, supporting 
citizen empowerment. 
Envisaging a new policy communication by the end of 
2017, the Commission launched a public consultation 
between July and October of 2017 on healthcare 
transformation in the Digital Single Market to identify 
the need for further policy measures. The consultation, 
ended on 12 October 2017, and collected information 
on three main pillars: 1) citizens’ secure access to 
their health data and the possibility to share it across 
borders, clarifying citizens’ rights and enhancing 
interoperability of electronic health records in Europe; 
2) connecting and sharing data and expertise to advance 
research, personalized healthcare, and better anticipate 
epidemics; 3) using digital services to promote citizen 
empowerment and integrated person-centric care.
All European Member States are aware that eHealth 
can	ensure	more	effective	and	efficient	health	systems,	
therefore, they are launching several actions and 
initiatives to encourage the development of eHealth 
solutions. Estonia is a leader in Europe for e-health 
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solutions. Each person in Estonia, who has been to a 
doctor, has their own online e-Health record that can 
be tracked. The National Health Information System 
integrates	 data	 from	 Estonia’s	 different	 healthcare	
providers, creating a common record for each patient. 
Also the ePrescription model is very advanced in 
Estonia. According to EU Commission data, 100% of all 
prescriptions to Estonian patients are issued using a 
digital	prescription.	It’s	a	very	efficient	system	connecting	
every hospital and pharmacy in Estonia, cutting down on 
paperwork and doctors’ visits and saving untold amounts 
of	time	and	effort.
Other advanced EU countries in eHealth are Finland, 
the Netherlands, Sweden and Denmark. They show the 
advanced digital maturity of their citizens and healthcare 
providers (General practitioners and pharmacists), high 
level of digitalization in the hospitals and a robust ICT 
sector. Moreover, these countries have drafted policies 
to promote the development of the national e-health 
infrastructures. On the contrary, others countries – 
especially the Eastern European countries – are still 
lagging behind in digital health policies. 
I-Com drew up a synthetic index in order to give an idea 
of the level of preparedness for eHealth in the Member 
States.  Obviously it results that the countries that have 
the best enabling variables for the development of digital 
health are the northern European countries, instead, 
most Eastern European countries show resistance to 
implementing eHealth. 
Denmark tops the ranking with a score of 100. Estonia, 
the Netherlands, Finland and Sweden immediately follow 

at	91,	90,	88	and	86,	respectively.	These	countries	have	in	
common	a	high	level	of	digitalization	in	doctors’	offices	
and a high number of patients who use mobile and 
Internet technologies for searching health information 
and making appointments online with doctors. 
Moreover, these countries boast a large infrastructural 
development and best practices in cybersecurity. France 
and Italy, unfortunately, do not rank very well (with 
a score of 61 and 60, respectively), compared to most 
European countries. In Italy, for instance, patients and 
doctors are still not accustomed to using the digital 
channel to interact with each other. Moreover, the 
digitization of the Italian National Health System is still 
highly fragmented, especially in some regions and still 
lags behind most Member States.
In addition to the use of the digital channel in Healthcare, 
the use of mHealth applications is spreading in Europe 
and worldwide, and it is having a considerable impact on 
the medical industry. The market for mobile apps has 
developed very rapidly in recent years to become a key 
driver of mHealth deployment facilitated by smartphone 
penetration. According to the recent estimations of 
Research2guidance, the number of mHealth apps 
available	 to	 consumers	 now	 exceeds	 258,000.	 The	
demand for mHealth apps also is increasing every year. 
2016 was another fascinating year for mHealth with the 
total number of mHealth app downloads worldwide 
reaching 3.2 billion.
Finally, Chapter 1 describes the role of 5G in the digital 
healthcare transformation. The proliferation of machine-
type IoT sensor communications poses the challenge 
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of connecting many devices communicating at low-
data rates. For instance, in remote health monitoring, 
wearable devices – such as heart monitors and glucose 
monitors, require high frequency updates of the central 
data repository at low-data rates. Experts say that existing 
networks cannot provide the desired quality of support 
while connecting a large number of such devices, and 
they believe that 5G with its ultra-low latency of a few 
milliseconds and multi gigabit bandwidth can address 
this challenge. For this reason, it is necessary to invest 
in	 this	 new	 technology	 because	 it	 can	 offer	 a	 lot	 of	
advantages such as remote robotic surgery.

Chapter 2	 describes	 the	 impact	 of	 data	 and	 Artificial	
Intelligence (AI) on healthcare systems. The share of 
data market value in the healthcare sector was only 
3% of total data market value in 2016. In particular, the 
data market value in the European healthcare industry 
amounted to almost 1.9 billion euro in 2016 and is 
expected to grow by 35% to over 2.4 billion euro by 2020. 
Although the number of data workers and data users in 
healthcare is lower than in other sectors, the intensity 
share of data workers – meant as the average number 
of data workers calculated out of the total number of 
data user companies – is higher than in most industries. 
The production, collection, storage, sharing and analysis 
of Big Data now allows a transition to an outcomes-
based system. Outcomes are the results of treatment, 
and correspond to what is most pressing for the patient, 
such as pain relief, the return to working life, prevention 
of complications or restoring physical functionality. 

This new approach, which provides for outcomes-based 
healthcare, not only focuses on the actual well-being of 
the patients but also helps identify and eliminate the 
technologies that do not give rise to positive outcomes. 
Outcomes-based healthcare reduces hospitalization, 
surgeries and long-term care, making the system more 
effective	and	sustainable,	and	allows	 for	 	 investing	 the	
resources in products that show better outcomes than 
the technologies already in use. The transition to an 
outcomes-based system is possible but remains closely 
linked to the production and use of health data, which 
makes it possible to analyze the outcomes themselves.
It is desirable to invest in devices, software, registers and 
platforms that aim at producing, analyzing, and sharing 
health data (big data, especially real world data) in a very 
short time.
Thanks to digitization, a lot of data from citizens, patients, 
researchers, healthcare professionals, institutions 
and industries can be collected in large databases and 
thus become part of registers and platforms that allow 
for the exchange of information among many actors, 
for example between pharmaceutical companies and 
regulators, among more clinicians or between doctors 
and patients. Consequently,  there are  many advantages, 
such	 as	 the	 efficiency	 and	 quality	 of	 treatment,	 the	
prevention of diseases, a better pharmacovigilance and 
the safety of patients.
The	union	of	Big	Data	and	AI	defines	a	notion	of	“New	
Health”. Today, thanks to cognitive computers which are 
able to analyze a lot of health data, it is possible to make 
early and precise diagnosis and so identify a lifesaving 
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therapy much faster than traditional methods where the 
patient’s genetic data are manually examined. According 
to the recent estimates, the global market of AI in 
healthcare	was	valued	at	$	633.8	million	in	2014	and	is	
expected to reach $ 6,662.2 million by 2021, at a CAGR of 
40%.	Among	the	categories	of	artificial	 intelligence,	the	
tools supporting medical imaging analysis and virtual 
assistants for patients will achieve higher revenues. 

Chapter 3 is dedicated to some barriers which hamper 
the development of eHealth and mHealth and that need 
to	be	addressed	 in	order	 to	 reap	 the	benefits	of	a	 fully	
mature and interoperable digital health system in Europe. 
These barriers are: lack of interoperability between 
eHealth	 solutions;	 regional	 differences	 in	 accessing	 ICT	
services; lack of IT literacy; the skills gap; and privacy 
and security of health data. Chapter 3 points out the 
need for common standards and interoperability among 
digital health solutions and devices. First of all, it should 
be crucial, both at the EU level and in Member States, to 
ensure interoperability of the Electronic Health Records. 
Moreover, it is necessary to have the appropriate 
infrastructure	 in	 place,	 specifically	 high-speed	 Internet	
must be accessible in all areas and to ensure that no 
section of society is excluded from digital services, while 
at the same time equipping all citizens, including the 
elderly,	with	the	eSkills	to	fully	benefit	from	digital	health.	
There	 is	 a	 need	 to	 promote	 IT	 literacy	 through	 specific	
programs addressed to all citizens and an involvement of 
the government and the education system.
Chapter 3 draws attention to adequate data protection 

legislation and the importance of security standards. It 
is fundamental to increase cybersecurity awareness and 
technical capabilities. Finally, it focuses on the impact 
of digitalization on the labor market in the healthcare 
sector. In this sector too, technical possibilities can lead 
to	staff	reduction,	even	if	doctors	and	nursing	staff	are	
far from being replaced. 
In the conclusions, the study contains the policy 
recommendations. 
To achieve a full leadership in digital health, EU 
institutions and Member States should act resolutely 
and fast to ensure the following conditions:

Telecom and ICT infrastructures
 n The penetration of digital services requires skills 

and investments in networks and technologies. 
Considering	that	fixed	and	mobile	ultra-broadband	
network deployment require tremendous 
investments, it is very important, in general, to create 
a regulatory investment-friendly environment (also 
through a stable and predictable telecom regulatory) 
that encourages the development of new business 
models and new services. 

 n 5G will be a key enabler for IoT and new digital service 
deployment. To accelerate 5G deployment, complying 
with the Commission’s initiatives and planning, it 
is necessary to accelerate on investments, simplify 
and remove barriers to small cells deployment, plan 
a roadmap and a shared timing in Europe, ensure 
a	harmonized	and	efficient	spectrum	management,	
the availability of adequate spectrum bands to 5G 
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deployment and a close cooperation among all 
stakeholders.

Interoperability and standards
 n With regard to the regulatory framework, it is 

necessary to reduce and simplify rules, ensuring 
harmonization and interoperability standards at EU 
and international levels for health systems that share 
patient data. Moreover, use of anonymized health 
data	 for	 scientific	 purposes	 or	 international	 health	
initiatives relies on data format standardization. 

 n European Reference Networks (ERNs), launched 
in March 2017, involving more than 900 highly-
specialized healthcare units from over 300 hospitals 
in 26 EU countries and aiming at tackling complex 
or rare diseases and conditions that require highly 
specialized treatment and concentrated knowledge 
and resources, should become a pilot initiative 
for a more extensive application of eHealth on 
a European scale, reducing barriers between 
different	 national	 health	 systems	 (and	 in	 many	
cases existing in the same national systems) and 
testing real standardization and interoperability 
across the EU. 

Skills
 n It is important to improve the medical expertise 

and digital skills of healthcare providers in order to 
achieve a full development of these technologies and 
real	benefits.	Public	administrators	of	the	healthcare	
system should be judged also on the level of digital 

skills	 reached	 by	 their	 staff.	 At	 the	 same	 time,	
medical education should include knowledge and 
skills	needed	to	use	connected	devices	and	artificial	
intelligence in healthcare. 

 n With regards to the demand side, citizens and 
patients should be encouraged to increase their 
digital skills and to use eHealth tools through 
incentives and targeted actions. Users of connected 
devices should be trained to follow a protocol of 
usage while, as already occurs in pharmacology and 
therapeutic education, doctors should be able to set 
up an ergonomic evaluation of devices depending 
on each relevant class of users.  

Privacy and security
 n Data security and privacy are areas that require legal 

and policy attention to ensure that patient data is 
properly protected. Legal frameworks that govern 
the integrity of health data transfer and storage, in 
addition to identifying access control and medical 
liability, are critical to enabling the development of 
eHealth in the Member States. However, at the same 
time, more cooperation is needed. Respecting the 
rules established in the General Data Protection 
Regulation and cooperation in the development of 
best practices (e.g., data anonymization, encryption, 
user consent requirements) will ensure that data can 
move	more	safely	and	effectively	between	different	
systems	 and	 applications.	 Trust	 and	 confidence	
are key elements for ensuring the swift uptake of 
mHealth applications by end-users.
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 n Moreover, the healthcare sector is becoming a major 
target for cyberattacks. While Member States should 
fully	 adopt	 Directive	 (EU)	 2016/1148	 -	 concerning	
measures for a high common level of security of 
network and information systems across the Union 
(the “NIS Directive”), the cybersecurity package, 
published by the European Commission on 13 
September 2017, should be discussed and approved 
as soon as possible. 

 n Clinical use of medical AI would need to be 
ensured through clear rules, encouraging ethical 
and responsible use of these technologies and 
safeguarding the privacy and the security of patients.

 n Taking into account that the usage of connected 
devices could have strong medical implications and 
technical	flaws	or	shortcomings	resulting	in	serious	
errors from a diagnostic or therapeutic standpoint, 
devices	with	a	medical	use	must	be	certified	before	
being introduced on the market1.   

Towards an outcomes-based healthcare
 n Technological innovations are capable of yielding 

better results (outcomes) than those obtained 
in	 the	 past,	 offering	 new	 solutions	 to	 those	
pathologies	 where	 the	 needs	 are	 still	 unsatisfied,	
but costs create a sustainability problem. 
Healthcare systems can reconcile access to care 
and sustainability developing an outcome-based 
system. This new approach, which provides for 

1 Nokia, White paper on connected health, 2017, https://solutions.
health.nokia.com/white-paper-connected-health

outcomes-based healthcare, not only focuses on 
the actual well-being of the patients but also helps 
identify and eliminate the technologies that do not 
give rise to positive outcomes. Outcomes-based 
healthcare reduces hospitalization, surgeries and 
long-term	care,	making	 the	system	more	effective	
and sustainable, and allows for the investment 
in products that show better outcomes than the 
technologies already in use. The transition to an 
outcomes-based system is possible but remains 
closely linked to the production and use of health 
data, which makes it possible to analyze the 
outcomes themselves. For this reason, it would be 
necessary	 to	 define	 rules	 governing	 the	 process	
of data extraction/exploration and sharing, data 
processing and comparing, making this information 
useful for clinical activities and ensuring the right to 
information for all.

 n The creation of an outcomes-based healthcare 
is possible only by investing in Information 
and Communications Technology (ICT), citizen 
empowerment and improving the doctor-patient 
relationship. In this way it is possible to create, collect, 
analyze and share patient outcomes in a very short 
time, leading to better decisions. An outcomes-based 
healthcare can respond to the growing demand for 
care, improving the quality of life of citizens (patients 
and	caregivers),	and	creating	“value”,	defined	as	the	
outcomes achieved relative to the treatment costs.




