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EXeCUTIVE SUMMARY

Chapter 1 provides an overview of the current state of 
data-driven innovation (DDI) across Europe. DDI forms a 
key pillar in the 21st century sources of growth. According 
to the OECD, in 2017, the global data traffic per month 
reached 120 exabytes (billion gigabytes), about 70 times 
the	traffic	existing	in	2005.	Mobile	phones	continue	to	be	
the largest category of connected devices, however, in 
2018 they are expected to be surpassed by IoT (connected 
cars, machines, utility meters, remote metering, consumer 
electronics), forecasted to increase at a CAGR of 23% from 
2015 to 2021. The data market value is expected to increase 
from the current €59.5 billion to approximately €80 billion, 
with the UK, Germany, France and Italy accounting for 
62%	of	the	total	and	manufacturing	and	financial	services	
the largest and fastest-growing industries.
The	 Big	 Data	market	 –	 the	 specific	 subset	 of	 data	 that	
refers to the changing, large and disparate volumes 
of data being created by people, tools and machines – 
should grow markedly by 2026 (on average +13% per 
year), reaching $92 billion.
Based on IDC (International Data Corporation) data, 
in 2016 the overall impact of the data market on 
the economy amounted to about €300 billion and 
is expected to grow by about one third, reaching €430 
billion. In relative terms, the impact of the data market 
on the EU economies is still low but is becoming more 
significant	with	a	EU	average	of	2%,	expected	to	increase	
to 2.48% by 2020.

Being able to harness Big Data can lead to important 
and positive gains for a business, which, in turn, may 
benefit	 consumers,	 employees-	 and	 society,	 in	 general.	
The innovative and creative use of Big Data, in a 
process known as a data-driven innovation, may help 
companies	 improve	their	production	efficiency,	 forecast	
market trends, improve decision-making and enhance 
consumer segmentation. Some studies suggest that DDI 
users benefit, on average, from a 5% to 10% faster 
productivity growth than similar companies not using 
DDI1. According to other estimates2, the development 
of Big Data will improve the EU GDP by 1.9% in the 
2013-2020	period,	with	the	 largest	benefits	 in	the	retail,	
manufacturing	 and	 financial	 industries.	 Nevertheless, 
despite	 the	 undeniable	 benefits	 of	 Big	 Data,	 the 
implementation of the so-called Big Data Analytics 
(BDA) is still low. Eurostat data shows that only 10% of 
European companies make use of BDA tools.
The third section of this chapter deals with the strong 
link between data analytics and cloud computing. 
The latter has entered the mainstream of information 
technology, providing many opportunities for companies 
that are expected to increasingly migrate their 
information operations to the cloud. So far, just one in 
five	EU	enterprises	uses	cloud	services,	with	a	lower	share	

1 OECD, Data-Driven Innovation: Big Data for Growth and Well-Being, 
2015

2 demosEuropa and Warsaw Institute for Economic Studies, Big & 
open data in Europe. A growth engine or a missed opportunity?

E X E C U T I V E  S U M M A R Y
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of those making use of cloud services at a medium-high 
level of sophistication (14%) and with Northern European 
countries at the forefront. However, at a global level, 
the	trend	is	definitely	growing	and	European	companies	
cannot but follow the trend. Enterprise IT spending is 
currently dominated by the migration to digital platforms. 
The key trends impacting this transformation are the 
adoption of cloud, facilitating secure connectivity and 
managing the tsunami of data generated by mobile 
and connected devices. According to IDC’s estimates, 
worldwide spending on the public cloud is expected to 
markedly grow over the next years, at a 19.3% CAGR, 
from $67 billion in 2015 to 162 billion by 2020. According 
to data released by Gartner, worldwide public cloud 
services market revenue was projected to grow by 
18.5 percent in 2017 to a total of $260.2 billion, up from 
$219.6 billion in 2016, and is forecasted to reach $411.5 
billion by 2020, registering a further 12.2% average 
annual growth rate.
The most interesting aspect is that the combination of 
IoT connected devices and cloud computing platforms 
will stimulate new and innovative methods for managing 
multiple data streams. Cloud computing is, indeed, 
able to provide the needed storage, flexibility, cost-
effectiveness and efficiency to manage the huge 
amount of data that companies have to deal with. As 
a result, new solutions are emerging, known as Big Data 
as	 a	 Service	 (BDaaS).	 It	 is	 these	 services	 that	 offer	 the	
analysis of large or complex datasets, usually over the 
Internet, as cloud hosted services. The main advantage 
is that, through Big Data as a Service, companies – 

especially companies lacking the ability to hire a full 
staff	of	Data	Scientists	(typically,	SMEs)	–	can enjoy the 
benefits of Big Data without the expensive cost of a 
full-time staff member. According to predictions3, in the 
five-year	period	2015-2020,	the global market of BDaaS 
will grow at a CAGR of 31.5%, reaching a total turnover 
of $7 billion.
The last section of the chapter addresses the two main 
challenges of data-driven innovation: the lack of e-skills 
and the need for infrastructural networks.
As for the former, while, on the demand side, companies 
today are willing to invest in in-depth analyses in order 
to use information to optimize sales, strategies and 
other business functions, on the supply side, the highly 
specialized skills needed to analyze and interpret such 
data	 are	 lacking.	 Data	 workers	 are	 defined	 as	 workers	
who collect, store, manage and analyze data as their 
primary (or important part of their) activity. There were 
more than 6 million data workers in the EU in 2016, with 
50% concentrated in three Member States – the UK, 
Germany and France. In the EU, the share of data workers 
out	of	total	employment	is	3.1%,	significantly	varying	by	
country, from 6.5% in Luxembourg to 2% in Romania. 
According to forecasts for 2020, the countries where the 
number of data workers are expected to increase the 
most are Sweden (21.1% yearly), Luxembourg (16.6%), 
the Netherlands (16.2%) and Malta (16.1%), considerably 
higher than the EU average (3.1%). The leading industries, 
as to the employment of data workers, are the ICT and 

3  https://www.marketsandmarkets.com/
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finance	industries,	where	10.7%	and	9.4%,	respectively,	of	
employees are data workers.
Data-driven companies are struggling to find skilled 
personnel.	By	and	 large,	 the	problem	 is	finding	people	
with the right mix of skills, i.e. the data scientists, 
who combine technical skills, analytical and industry 
knowledge, business sense and soft skills to turn data 
into	value	for	employers	are	very	hard	to	find.	According	
to IDC data and estimates for the future, the skill gap – 
that is, the gap between total demand and supply of data 
workers – was 420,000 unfilled data worker positions 
in the EU (6.2% of total demand) and is expected to 
rise to 769,000 (9.8% of total demand) by 2020, with 
the	UK	being	the	country	that	will	suffer	the	most	from	
the shortage of necessary data skills (13.8% by 2020). 
However, especially challenging will be the shortage of 
Big Data analysts, whose forecasted demand to 2020 is 
expected to rise much faster than the demand for data 
workers, leading to a potential supply-demand gap of 
66,000	 unfilled	 positions	 for	 Big	 Data	 analysts	 alone,	
corresponding to approximately 17% of their demand.
As	pointed	out	in	the	policy	recommendations,	insufficient	
education policies and a lack of mobility in some countries 
mean that Europe cannot fully capitalize on its skill pool. 
Governments need to create dedicated education 
tracks in formal education institutions and establish 
suitable professional qualification programs in order 
to	develop	and	ensure	a	sufficient	supply	of	 individuals	
with advanced data and analytics expertise and prevent 
the expected severe shortage of information science 
experts. It is also very important to raise awareness of 

the immense value that can be gained from datasets, 
and also promote knowledge and skills in the 
information field. This is particularly important for SMEs 
and traditional economic sectors, that can probably enjoy 
the	greatest	benefits	from	DDI.	Of	course,	where	needed,	
governments may also consider drawing upon direct 
incentives (in the form of tax credits or other money-
equivalent forms) to encourage companies to take the 
necessary steps they would not otherwise considerin 
order to implement DDI.
As regards the infrastructural challenge, the IoT 
is growing so fast that it is already pushing the 
networking physical limits. Sensors in industrial 
equipment are providing not only a lot of data but also 
a need to analyze that data in real time. This not only 
imposes bandwidth needs but also requires a serious 
upgrade in acceptable latency. Therefore, data-driven 
innovation	must	increasingly	be	able	to	effectively	monitor	
the	 massive	 quantities	 of	 data	 flowing	 through	 their	
networks. This is even more true when it comes to the 
aforementioned combination of data analytics and cloud. 
The answer to such a need can only be 5G, that provides 
for substantial reductions in latency and increases in 
potential capacity, enabling a much broader and wider 
range of devices to potentially connect to the network.
Many of the innovations in cellular networks and device 
connectivity come from the new 5G NR (New Radio) 
specification.	This	new	specification	utilizes	a	new	type	of	
radio and air interface to maximize the utilization of the 
wireless spectrum to do network slicing and enable new 
types of services. However, there are massive changes 

EXeCUTIVE SUMMARY
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that need to occur in the core network and data center 
including the cloud that will be necessary to deliver on 
the	promise	that	5G	NR	technologies	offer.	Moor	Insights	
& Strategy believes these changes will drive massive IT 
hardware spending to the tune of $326 billion by 2025. In 
terms of incomes, the latest Ericsson predictions estimate 
€1.3 trillion in 5G-enabled revenues for ICT players, mainly 
in the energy and manufacturing industries, where more 
than one third of total revenues will be produced. 
Chapter 2 describes the history of the concept of “privacy” 
analyzing also the different approach between the 
US and Europe. In the US, the system is focused on the 
autonomy and freedom of the individual, self-regulation, 
sectorial protection, the idea that data belongs to the 
users, privacy protection only in commercial practices (the 
protection of privacy is mainly attributed to the Federal 
Trade Commission) and that consent is necessary only to 
manage, but not collect data. In Europe, instead, privacy 
is	centrally	regulated	and	defined	as	a	fundamental	right	
of the individual so they are protected in every sector, 
and not only in the case of use but also in collecting 
and centralizing data. Paragraph 2.1. also describes the 
initiatives launched in China to introduce a protection 
of personal data and, in particular, the Cyber Security 
Law	that,	for	the	first	time,	brings	together	in	one	single	
legislation all Chinese data protection forecasts which 
had previously been spread over other various laws and 
restricted	to	specific	sectors	or	areas.
Paragraph 2.2, instead, analyzes the initiatives of 
EU Institutions to ensure harmonized standards, 
interoperability and an adequate data protection in 

Europe.	 The	 benefits	 of	 standards for the European 
industry are very important as they lead to cost reduction 
or cost savings derived mainly from economies of scale, 
the possibility to anticipate technical requirements, the 
reduction of transaction costs and the possibility to access 
standardized components.
Standards are essential to ensure the exchange of 
data between machines, systems and software within 
a networked value chain, as a product moves into and 
through the “smart factory” towards completion, as well 
as to allow robots to be integrated into a manufacturing 
process through simple “plug-and-play” techniques. If 
data and communication protocols are proprietary or 
only recognized nationally, only the equipment of one 
company or group of companies will be compatible. 
In April 2016, the Commission had already proposed 
concrete measures to speed up the ICT standard setting 
process	 by	 focusing	 on	 five	 priority	 areas4 5G, cloud 
computing, Internet of Things, data technologies and 
cybersecurity.
Interoperability is also a key factor in making a digital 
transformation possible. On 23 March 2017, the European 
Commission adopted the new European Interoperability 
Framework (EIF)	providing	specific	guidance	on	how	to	
set	up	interoperable	digital	public	services.	It	offers	public	
administrations 47 concrete recommendations on 
how to improve the governance of their interoperability 
activities, establish cross-organizational relationships, 
streamline processes supporting end-to-end digital 

4 Communication of the European Commission, ICT Standardization 
Priorities for the Digital Single Market, COM (2016) 176, 19.04.2016
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services, and ensure that both existing and new legislation 
do	not	compromise	interoperability	efforts.	
This Communication is accompanied by an interoperability 
action plan that should support the implementation of the 
European interoperability framework over 2016-2020 and 
is	focused	on	five	strategic	areas:	1)	ensure	governance, 
coordination and sharing of interoperability initiatives; 
2) develop organizational interoperability solutions; 
3) engage stakeholders and raise awareness on 
interoperability; 4) develop, maintain and promote key 
interoperability enablers; and 5) develop, maintain and 
promote tools that support interoperability. By the end of 
2019, the Commission will evaluate the implementation 
of the European Interoperability Framework.
The chapter then moves on to focus on data protection 
describing Regulation 679/16 (General Data Protection 
Regulation – GDPR) which has been adopted starting 
from 25 May 2018. It analyzes and summarizes the 
conditions for the lawfulness of processing, times, 
contents and modalities of information, the rights of 
the interested parties (access, cancellation-forgetting, 
limitation of treatment, opposition, portability), the 
importance of the consent, the subjective characteristics 
and responsibilities of owners and data controllers, the 
obligations of controllers and the rules on international 
data transfers. It also analyzes the proposal for a 
regulation concerning the protection of individuals 
concerning the processing of personal data by the EU 
institutions,	 authorities,	 offices	 and	 agencies.	 As	 well,	
it looks at free data movement, repealing Regulation 
(EC) 45/2001 and Decision n. 1247/2002 / EC describing 

the principles applicable to the processing of personal 
data (lawfulness, correctness, transparency, adequacy, 
relevance, limitation) and the conditions for consent, 
the regulation on the transmission of personal data to 
recipients, other than Union institutions and agencies, 
established in the Union and subject to Regulation (EU) 
2016/679 or Directive (EU) 2016/680.
Paragraph 2.2.3. presents the contents of the proposal 
launched by the European Commission in July 2017 
for the regulation on confidentiality and electronic 
communications. Recognizing the important 
technological and economic developments and the spread 
of new Internet-based services enabling communications 
(such as ‘voice over IP’, instant messaging and web-
based e-mail services), this proposal provides for the 
extension	 of	 privacy	 rules	 to	 new	 operators	 offering	
electronic communication services (such as WhatsApp, 
Facebook Messenger, Skype, Gmail, iMessage, Viber) and 
specifies	that	this	protection	covers	the	contents	and	the	
metadata of electronic communications (for example, 
call time and location). A revised text by the Council was 
debated in March 2018 within its working party (TELE), 
with	clarifications	on	some	aspects	such	as	the	link	with	
the GDPR, the consent requirement and the applicability 
to ancillary services and to machine-to-machine 
communications. Consequently, a new revised text was 
proposed	 in	April	 2018.	 The	debate	 specifically	 focused	
on how the new rules should apply to communications 
content and to meta-data (art. 6), to the protection of 
terminal equipment (art. 8), on privacy settings (art. 10) 
and on restrictions to obligations and rights (art. 11).

EXeCUTIVE SUMMARY
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Finally, paragraph 2.2.4. describes the Commission 
proposal for a regulation of the European Parliament and 
of the Council on a framework for the free movement of 
non-personal data in the European Union Free Data 
Flow (September 2017) which establishes: 1) the principle 
of the free movement of non-personal data in the Union 
(art. 4 – any obligation to locate data is prohibited, except 
when	this	is	justified	for	public	security);	2)	ensuring	the	
availability of data for regulatory controls by the 
competent authorities, prohibiting users from rejecting 
data access for the competent authorities on the basis 
that the data is stored or otherwise processed in another 
Member State; 3) encouraging service providers 
and professional users to develop and implement 
codes of conduct that specify information on data 
portability conditions (including technical and functional 
requirements); 4) providing the designation, by each 
Member State, of a single point of contact which acts 
as a link with the contact points of the other Member 
States and the Commission regarding the application of 
the Regulation; 5) providing for the Committee on Free 
Movement of Data, assisting the European Commission; 
and 6) carrying out a review within five years from the 
date of application of the regulation.
Chapter 3 briefly	recalls	 the	history	of	modern	artificial	
intelligence since 1950, when Alan Turing (inventor of the 
Turing test, a method for evaluating whether machines can 
think) published a paper entitled “Computing Machinery 
and Intelligence”. Subsequently, it lays out the current 
state	of	AI	 for	business,	describes	examples	of	 artificial	
intelligence applications, emerging use cases and states 

the opportunities and organizational considerations that 
businesses are facing. 
Focusing on the current status and trends of the global 
artificial	 intelligence	 market,	 paragraph	 3.2	 underlines	
that worldwide spending on cognitive and artificial 
intelligence (AI) systems will reach $19.1 billion in 2018, 
an increase of 54.2% over the amount spent in 2017. 
With industries investing heavily in projects that utilize 
cognitive/AI software capabilities, the International Data 
Corporation (IDC) forecasts cognitive and AI spending 
will increase to $52.2 billion in 2021 and achieve a 
compound annual growth rate (CAGR) of 46.2% over 
the 2016-2021 period. 
Retail is expected to invest $3.4 billion this year, 
especially in automated customer service agents, expert 
shopping advisors and become the industry leader 
in terms of cognitive/AI spending. Following, banks 
are forecast to invest $3.3 billion in automated threat 
intelligence and prevention systems, fraud analysis and 
investigation, program advisors and recommendation 
systems. Manufacturing would be the third largest 
industry for AI spending with $2 billion going towards 
a range of use cases including automated preventative 
maintenance and quality management investigation and 
recommendation systems. Finally, the healthcare sector 
would allocate most of its $1.7 billion investment to 
diagnosis and treatment systems. 
Investments	 in	 AI	 technologies	 will	 generate	 significant	
revenues. According to Tractica (2017), the annual 
worldwide AI software revenues will increase from 
$3.2 billion in 2016 to $89.9 billion by 2025. The higher 
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revenues will result from the application of AI software for 
object	detection	and	recognition,	image	classification	and	
patient data processing. 
Moreover, Accenture (2018) estimates that if companies 
invest in AI and in human–machine collaboration, 
they could boost revenues by 38% between 2018 and 
2022 and they could also increase employment by 
10%. In the healthcare sector, the digital transformation 
and investments in AI technologies could increase 
profits	by	 49%	and	employment	by	 15%.	 Instead,	 in	 the	
telecommunications sector, revenues could be boosted by 
46%	and	employment	by	21%,	while	in	the	financial	sector,	
profits	could	increase	by	32%	and	employment	by	9%.	
In paragraph 3.3, the focus is on High Performance 
Computing	 that	 identifies	 the	 usage	 of	 large	 power	
processing systems that are made up of a combination 
of a high number of processing nodes. The main 
applications of these very powerful systems include 
scientific	 research,	 technical	 planning,	 simulation	 of	
complex realities, analysis of large amounts of data and 
machine learning. According to some estimates, the 
global high performance computing (HPC) market is 
expected to grow from $32.11 billion in 2017 to $44.98 
billion by 2022, at a CAGR of 7.0% during the forecast 
period. Other estimates reported that the worldwide 
revenues of the HPC server supercomputer segment 
is expected to generate $5.4 billion in 2021, up from 
$3.2 billion in 2015. Instead, the segment departmental 
should reach $4.3 billion in revenues in 2021. 
The	 following	 paragraphs	 analyze	 the	 role	 of	 artificial	
intelligence	 in	 the	 healthcare	 and	 financial	 services.	

Concerning healthcare, there are multiple applications 
of AI that are making valuable contributions to medical 
practices helping doctors improve their diagnoses, 
forecast the spread of diseases and customize treatment. 
According to Frost & Sullivan (2016), the global market 
of AI in healthcare was valued at $633.8 million in 
2014 and is expected to reach $6,662.2 million by 
2021, at a CAGR of 40%.	Among	the	categories	of	artificial	
intelligence, the tools supporting medical imaging analysis 
and virtual assistants for patients will achieve higher 
revenues. 
Regarding	 the	 role	 of	 artificial	 intelligence	 in	 financial	
services, a survey conducted jointly by Efma and Deloitte 
(2017) underlines that 65% of C-level executives answered 
that artificial intelligence will have the greatest 
impact on customer service, while 52% of respondents 
believe that artificial intelligence applications will 
revolutionize the back office /operations. Others parts 
of	 the	value	chain	 interested	 in	 the	artificial	 intelligence	
revolution	will	be	financial	advisors	(42%),	fraud	detection	
(31%) and risk management (29%). Moreover, another 
survey conducted by PwC (2017) on several dozen 
professionals	working	in	the	financial	sector	in	the	United	
States shows that financial institutions are exploring 
more advanced automation tools, especially advanced 
versions of process automation software, such as IPA 
(intelligent process automation). According to this 
survey, 27% of institutions is carrying out an educational 
process for the use of IPA while only 9%, for the moment, 
have IPA bots in production. 
Paragraph 3.5 shows a comparison between the United 

EXeCUTIVE SUMMARY
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State and China. The United States, especially in the 
past years, has dominated the scene, with an increasing 
number of startups focusing on AI. In the last year, this 
trend seems to have changed and China could become the 
world leader in the near future. Chinese companies are 
surpassing their American counterparts in AI patent 
applications, especially in deep learning. Instead, 
the United States still dominates in terms of number of 
machine learning patent publications.
Although China produces a large number of widely 
cited AI-related papers, it does not yet have the 
same kind of vibrant AI ecosystem as the United 
States, which has produced substantially more AI startup 
companies	than	China.	Research	firm	CB	Insights	recently	
released its 2018 “A.I. 100,” a list of the most promising AI 
startups globally and this list shows that 77% of the 100 
startups are US-based. Most of the US startups operate 
in the cybersecurity sector (12%), healthcare (9%), Fintech 
and insurance (8%) and robotics (8%). Moreover, 12% of 
US startups have their core business in AI. 
Paragraph 3.5. concludes with the US government 
plan on artificial intelligence and China’s Artificial 
Intelligence Strategy. 
The last two paragraphs instead describe the initiatives 
launched by the European institutions and some Member 
States	 to	 understand	 benefits,	 opportunities	 and	 risks	
connected to AI deployment and encourage it.
On 16 February 2017, the European Parliament adopted a 
resolution with recommendations to the Commission 
on Civil Law Rules on Robotics which formulates 
several	proposals	and	specifically:	1)	 the	strengthening	

of financial tools for research projects in robotics and 
ICT, including public-private partnerships and promotion 
of research programs to analyze the possible risks and 
long-term	 opportunities	 of	 artificial	 intelligence	 and	
robotic technologies; 2) the launching of a structured 
public dialogue on the consequences of developing 
these technologies; 3) the provision of a framework 
that meets the connectivity requirements for the 
digital future of the Union and ensures that access to 
broadband and the 5G network is fully compliant with the 
principle of network neutrality (interoperability among 
systems, devices and cloud services, based on security 
and privacy protection from the design stage, is essential 
to	 obtaining	 real-time	 data	 flows	 allowing	 robots	 and	
artificial	intelligence	greater	flexibility	and	autonomy);	4)	
the designation of a European Agency for Robotics and 
Artificial Intelligence in order to provide the technical, 
ethical and regulatory expertise needed to support the 
relevant public actors, at both EU and Member State 
level; and 5) evaluation of critical issues and relative 
legal solutions including a) an obligatory insurance 
scheme, b) the creation of a compensation fund, c) the 
possibility for the manufacturer, programmer, owner 
or	user	 to	benefit	 from	a	 limited	 liability	 if	 they	set	up	
a compensation fund, as well as if they jointly sign an 
insurance that guarantees compensation in case of 
damage caused by a robot, d) the choice between 
the creation of a general fund for all intelligent 
autonomous robots or an individual fund for each 
robot category and between the payment of a one-off 
contribution to the placing on the market of a robot 
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or regular payments during the life of the robot, e) 
the establishment of an individual registration number 
and	 f)	 the	establishment	of	 a	 specific	 legal status for 
robots in the long term.
On 25 April 2018, the European Commission published 
a communication putting forward a European approach 
to	 Artificial	 Intelligence.	 The	 Commission	 starts	 from	
the consideration that AI will be crucial for European 
economic deployment and that Europe is behind in 
private investments (around €2.4-3.2 billion in 2016, 
compared with €6.5-9.7 billion in Asia and €12.1-18.6 
billion in North America) underlining the need to create 
an environment that stimulates investments, uses public 
funding to leverage private investments and ensures the 
take-up of AI technology across the European economy.
The European approach is based on three pillars: 
1) be ahead of technological developments and 
encouraging uptake by the public and private sectors. 
The Commission is increasing its annual investments in 
AI by 70% under the research and innovation program 
Horizon 2020. It will reach €1.5 billion for the period 
2018-2020 connecting and strengthening AI research 
centers across Europe and supporting the development 
of AI applications in key sectors and an “AI-on-demand 
platform” that will provide access to relevant AI resources 
in the EU for all users; 2) prepare for socio-economic 
changes brought about by AI supporting business-
education partnerships to attract and keep more AI 
talent in Europe and training and retraining schemes 
for professionals, also encouraging the modernization 
of Member State’s education and training systems and 

foreseeing changes in the labour market and skills 
mismatching; and 3) ensure an appropriate ethical 
and legal framework.
Considering that also Member States are carrying out 
policies and initiatives to encourage AI deployment and 
compete in Europe and with Asia and the USA, the last 
paragraph describes actions and investments in AI in 
Germany, Italy, United Kingdom, France and Finland.
However, the European Union will never be a real leader 
in AI until its Member States choose to pool together their 
financial	 and	 human	 resources	 and	 share	 a	 real	 single	
digital market. 
In this respect, national strategies, envisaged by several 
Member States, make sense only in a coordinated 
EU framework. Otherwise, as for other technologies, 
the risk could be a huge proliferation of R&D centers 
on AI, reaching an inadequate scale on average, and a 
competition focused on attracting talents from each other 
rather than from other parts of the world.   
Moreover, to ensure a massive penetration of digital 
services and the growth connected to AI and data economy 
deployment it looks necessary to guarantee policies able 
to encourage investments in infrastructures. Wi-Fi, 
fiber and 5G development, in particular, represent the 
future of the telecommunication infrastructures, leading 
to new technologies and services. 
Finally, successful AI strategy can only be built by 
dedicating appropriate focus to the development 
of	 its	 infrastructure	 layer,	 namely	 an	 effective	 High 
Performance Computing (HPC), that should be demand 
driven.

EXeCUTIVE SUMMARY
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1. DATA-DRIVEN INNOVATION  
IN EUROPE 

1.1. THE DATA AND BIG DATA MARKET: STATE  

OF THE ART AND FUTURE PROJECTIONS

Data-driven innovation forms a key pillar in the 21st 
century	 sources	 of	 growth.	 The	 confluence	 of	 several	
trends, including the increasing migration of socio-
economic activities to the Internet and the decline in the 
cost of data collection, storage and processing is leading 
to the generation and use of huge volumes of data.
According	to	the	OECD,	in	2017	the	global	data	traffic	per	
month reached 120 exabytes (billion gigabytes), about 
70	 times	 the	 traffic	 existing	 in	 2005,	with	 68%	 coming	

from	 the	 fixed	 Internet	 network	 and	 9%	 from	mobile	
devices (Fig. 1.1).
Mobile phones continue to be the largest category of 
connected devices, however, in 2018, they are expected 
to be surpassed by IoT, which includes connected 
cars, machines, utility meters, remote metering and 
consumer electronics. IoT devices are expected to 
increase at a compound annual growth rate (CAGR) of 
23% from 2015 to 2021, driven by new use cases. In total, 
around 28 billion connected devices are forecasted by 
2021, of which more than 15 billion will be related to 
IoT (Fig. 1.2).
The data market value – meant as the aggregate value 
of the demand for digital data without measuring the 
direct, indirect and induced impacts of data on the 

Fig. 1.1 Global	IP	data	traffic	(per	month;	exabytes)

Source: OECD
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economy as a whole5 – is expected to increase from the 
current €59.5 billion to approximately €80 billion (Fig. 
1.3), with the UK, Germany, France and Italy accounting 
for 62% of the total. Sweden is the highest-growth 
country, registering a compound annual growth rate 
between 2016 and 2020 of 18%, more than twice the 
EU average (7.5%) (Fig. 1.4). Among the Big 5 countries, 
Italy is the only country showing an average growth 
rate greater than the EU average.
Manufacturing	 and	 financial	 services	 lead	 industries	
in terms of data market size, with a value of €13 and 

5 Note that the data market represents a wider concept than the 
market of Big Data & Analytics (BDA) as it includes not only the 
value generated by pure data players developing BDA technologies 
but also the value created by data-related research, businesses, 
information and IT services.
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Fig. 1.2 Connected devices (in billions)

Source: Ericsson (2016)
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Fig. 1.4 Compound annual growth rate (CAGR) 2016-2020*, by country

Source: I-Com elaboration on European Data Market Monitoring Tool, IDC (2016)
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€12 billion, respectively (Fig. 1.5). Surprisingly, ICT is 
only	in	5th	position,	although,	by	definition,	it	is	one	of	
the sectors registering the highest use of data-related 
technologies. As well, it is also interesting that vertical 
markets	–	manufacturing	and	financial	services	–	show	
the most dynamic growth, already holding the largest 
overall data market share (20% and 22%, respectively, 
of yearly growth rate for 2016-2020 period). Whereas 
less development is expected in the home, healthcare 
and education sectors (around 3% yearly), as well as in 
transport and utilities (approximately 4%).
Big	data	is	a	specific	subset	of	data	that	refers	to	the	
changing, large and disparate volumes of data being 
created by people, tools and machines. It requires new, 
innovative and scalable technology to collect, host and 

analytically process the vast amount of data gathered 
to derive real-time business insights that relate to 
consumers,	 risk,	 profit,	 performance,	 productivity	
management and enhanced shareholder value.
Platforms are at the centers of the Big Data ecosystem 
(Fig. 1.6), being the main interface between consumers 
and	other	market	players.	Working	beside	them,	we	find:
1) content providers (journals, websites and 

application developers), which create the 
informative content displayed by both search 
engines and other platforms such as social 
networks;

2) sellers or service providers,	which	offer	products	
and	 services	 to	 the	 final	 consumer	 in	 exchange	
for money. This category includes manufacturers, 
wholesalers, professionals, real estate agencies, 
consultants,	 finance	 institutions	 and	 any	 other	
types of businesses that may use platform 
marketing channels to persuade consumers to 
purchase their products;

3) IT infrastructure providers, which develop the 
relevant software to handle Big Data, but, most 
importantly, provide cloud computing and storage. 
That is, they act as third-party data centers where 
companies can store and process their data on-
demand;

4) the public sector (central and local governments, 
public hospitals, clinics, social security and other 
public services), that collects Big Data from citizens, 
thus becoming one of the most data-intensive 
sectors of the economy.
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According to Big Data market forecasts, its value should 
grow markedly by 2026 (on average, +13% per year) 
(Fig. 1.7), mainly driven by the software segment.

Even if the growth rate gradually declines, within 
a decade, it will have risen from $27 to $92 billion.

Fig. 1.6 The Big Data ecosystem

Source: Oecd, 2016
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1.2. DATA-DRIVEN INNOVATION AND ITS IMPACT 

ON THE ECONOMY

1.2.1. The data economy in the EU
Slightly	different	from	the	data	market	value	is	the	concept	
of data economy. The data economy measures the overall 
impacts of the data market on the economy as a whole, 
involving the generation, collection, storage, processing, 
distribution, analysis elaboration, delivery and exploitation 
of data enabled by digital technologies. The data economy 
also	includes	the	direct,	indirect	and	induced	effects	of	the	
data market on the economy. Thus, it aggregates direct, 
indirect and induced impacts of the data market.
Specifically,	 direct	 impacts	 are	 those	 generated	by	 the	
data industry itself and are measured by the revenues 

from data products and services sold. Indirect impacts 
can be distinguished by: 1) backward indirect impacts, 
represented by the business growth resulting from 
changes in sales from suppliers to the data industry; 
and 2) forward indirect impacts, including the economic 
growth depending on the adoption of data by the 
downstream	industries,	thus	benefiting	from	optimized	
production and delivery processes, improved marketing 
and improved organization and management practices. 
Finally, induced impacts involve the economic activity 
created	by	additional	payment	of	wages	 to	staff	 in	 the	
data industry and its direct supply chain. A share of these 
additional wages will be spent in consumer goods and 
services, leading to further business growth throughout 
the economy.

Fig. 1.7 The Big Data market

Source: I-Com elaboration on data Wikibon Big Data Project (2016)
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In 2016, the overall impact of the data market on the 
economy amounted to about €300 billion (Fig. 1.8), 
with forward indirect impact accounting for the largest 
part (55%). Over the next four years, the total impact 
is expected to grow by about one third, reaching 
€430	billion,	with	the	greatest	benefits	being	induced	
and backward indirect impacts (+23.9% and +18.2%, 
respectively, per year).
In relative terms, the impact of the data market on the 
EU	GDP	 is	 still	 low,	but	 is	becoming	more	 significant	
(Fig. 1.9), ranging from 0.59% in Luxembourg to 
2.34% in the UK in 2016, with a EU average of 2%, 
expected to increase to 2.48% by 2020. The country 
with the largest relative impact by 2020, according to 
the estimates, is Estonia – where the data market will 

represent about 4% of the overall economy – followed 
by the Netherlands and Cyprus (3.65% and 3.57%, 
respectively), whereas Luxembourg will remain the 
least	affected	country	(0.88%)

1.2.2. The impact of Big Data in the EU
Business has always sought to gather further information 
to make better, smarter, real time, fact-based decisions. 
It is this demand for more knowledge that has fueled 
the growth of big data tools and platforms. Evolving 
technology has brought data analysis out of the IT 
backrooms and spread the potential of using data-driven 
results to every facet of both organizations and societies.
Four characteristics distinguish Big Data from data in 
general:

Fig. 1.8 Data Economy Value in EU (million €)

Source: I-Com elaboration on data European Data Market Monitoring Tool, IDC (2016)
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Fig. 1.9 Data economy impact on GDP, by Member State

Source: I-Com elaboration on data European Data Market Monitoring Tool, IDC (2016)
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1) The volume of data, increasingly expanding, as 
shown in paragraph 1.1. The volume is a consequence 
of the ubiquity of online and Internet activity. For 
instance, as nearly all media, as well as social and 
economic activities, migrate to the Internet (including 
e-commerce and electronic government services), 
this generates petabytes of data every second.

2) The velocity at which data is collected, used and 
disseminated – the time-value – being able to process 
vast amounts of data in real time has intrinsic value, 
and is more valuable in some cases than a lag in 
data,	for	example,	in	accessing	traffic	information	in	
road-map applications.

3) The variety of information aggregated, enabling 
companies to price accordingly and target customers 
with marketing and behavioral advertising, thanks to 
the huge amounts of available customer information.

4) The value of Big Data, that is both a cause and a 
consequence of the increase in volume, variety and 
velocity. While data in itself may be considered to be 
free, the process whereby information is extracted 
from the data generates the value, and that value is 
what makes data a resource.

Being able to harness Big Data can lead to important 
and positive gains for a business, which, in turn, 
may	 benefit	 consumers,	 employees	 and	 society	 as	 a	
whole. The use of Big Data for innovative and creative 
purposes, in a process known as data-driven innovation 
(DDI), allows companies to improve the quality of their 
products and develop entirely new services. As well, 
using Big Data is also convenient for businesses to 

generally	 improve	their	production	efficiency,	forecast	
market trends, improve decision-making and enhance 
consumer	segmentation.	Although	the	efficiency	gains	
from data driven-innovation are inherently hard to 
measure,	some	studies	suggest	that	DDI	users	benefit,	
on average, from a 5% to 10% faster productivity growth 
than similar companies not using DDI6. In addition to 
the overall productivity gains, the use of Big Data can 
lead	to	other	important	social	benefits	that	are	usually	
not	accounted	for	in	standard	measures.	These	benefits	
concern among others:

 ■ the	 transport	 sector,	 by	 reducing	 traffic	 congestion,	
through the tracking of mobile devices, and then 
providing time and fuel savings;

 ■ the electricity sector, by reducing the cost of CO2 
emissions, through the adoption of smart grid 
applications;

 ■ the healthcare system, where, through the creation 
of electronic health records, it is possible to reduce 
medical errors, improve diagnosis and increase 
efficiency	in	management	and	pricing.

According to the estimates from a report by 
demosEUROPA (Center for European Strategy 
Foundation), in collaboration with the Warsaw Institute 
for Economic Studies, by 2020, the development of Big 
Data will increase the GDP of every European country. 
For the EU, this improvement will account for about 
1.9% of total EU GDP in the 2013-2020 period. The 
largest	benefits	will	be	seen	in	the	retail,	manufacturing	

6 OECD, Data-Driven Innovation: Big Data for Growth and Well-Being, 
2015
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and	financial	industries	(Fig.	1.10).
Nevertheless, despite the undeniable benefits of Big 
Data, the implementation of the so-called Big Data 
Analytics (BDA) is still low. Eurostat data shows that 
only 10% of European companies make use of BDA 
tools (Fig. 1.11). The best performing countries are 
Malta and the Netherlands where, however, less 
than one company in five uses such tools.
The BDA is the area of the BD ecosystem where the 
largest opportunities are expected in the future. This 
will increasingly require high-level tools and skills to 
exploit their value. While important advances have 
been made concerning available tools and platforms, 
the need for combining them with specific skills 
will result in a bottleneck, thus, further increasing 
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Fig. 1.11 Percentage of enterprises performing big data analysis (2016)

Source: I-Com elaboration on Eurostat data
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the value of data analysis7. Many customized data 
analysis products or services are now available, 
registering net margins ranging from 20% to 30%8. 
However, purchasing only these analytic tools will 
not be enough for those companies lacking the 
right technical skills. This important aspect will be 
examined in more detail in the 1.4.1 section.

7 Itmedia consulting, L’ECONOMIA DEI DATI. Tendenze di mercato e 
prospettive di policy, 2018

8 Wikibon, Big Data Vendor Revenue and Market Forecast 2011-2026, 
2014

1.3. THE STRONG LINK BETWEEN DATA ANALYTICS 

AND CLOUD COMPUTING

1.3.1. The global spread of cloud computing 
services

Cloud computing has entered the mainstream of 
information technology, providing scalability in the 
delivery of enterprise applications and Software as 
a Service (SaaS). Companies are now migrating their 
information operations to the cloud. Many cloud providers 
allow for data to be either transferred via a traditional 
Internet connection or via a dedicated direct link. 

Fig. 1.12 Adoption of cloud services among EU enterprises, by country (%, 2016)

Source: I-Com elaboration on Eurostat data (2016)
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If we focus on European countries, we can see that just 
one	in	five	enterprises	use	cloud	services,	with	a	lower	
share of those making use of cloud services at a medium-
high level of sophistication (14%) and with Northern 
European countries at the forefront (Fig. 1.12). However, 
at a global level, the trend is clearly growing. From a 
survey involving 1,002 technical professionals conducted 
by RightScale, it can be seen that companies interviewed 
now run 79% of workloads in cloud (Fig. 1.13).
Enterprise IT spending is currently dominated by 
the migration to digital platforms. The key trends 
impacting this transformation are the adoption of 
cloud, facilitating secure connectivity and managing the 
tsunami of data generated by mobile and connected 
devices. We are still in the early stages of the transition 
to digital platforms, but IDC predicts that the scale-up 

of digital migration strategies will drive more than half 
of enterprise IT spending within the next 24 months, 
rising to 60% by 2020, and cloud data storage will grow 
by 30% over the next 24 months as more workloads 
migrate to cloud environments.
According to IDC’s estimates, worldwide spending on 
the public cloud is expected to markedly increase over 
the next years, at a 19.3% CAGR, from $67 billion in 
2015 to 162 billion by 2020 (Fig. 11.14).
On the other hand, according to data released by 
Gartner, worldwide public cloud services market 
revenue was projected to grow by 18.5 percent in 2017 
to a total of $260.2 billion, up from $219.6 billion in 
2016, and is forecast to reach $411.5 billion by 2020, 
registering a further 12.2% average annual growth rate 
(Fig. 1.15).
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Final data for 2016 shows that software as a service9 
(SaaS) revenue was the second largest share of total 
revenue in 2016, reaching $48.2 billion. SaaS was also 
projected to grow by 22% in 2017. The acceleration 
in SaaS adoption can be explained by providers 
delivering nearly all application functional extensions 
and add-ons as a service. This appeals to users 
because SaaS solutions are engineered to be more 
purpose-built, delivering better business outcomes 
than traditional software.

9	 SaaS	is	defined	as	software	that	is	owned,	delivered	and	managed	
remotely by one or more providers. The provider delivers software 
based	 on	 one	 set	 of	 common	 code	 and	 data	 definitions	 that	 is	
consumed in a one-to-many model by all contracted customers at 
any time on a pay-for-use basis or as a subscription based on use 
metrics.

Cloud Advertising10 represents the lion’s share of the 
market (over 40% of the total), whereas the Cloud 
System Infrastructure Services11 (IaaS) segment is the 
fastest-growing (+37% in 2017 compared to 2016, and 
at an average of 20.2% annually over the next three 
years) (Fig. 1.16). The strategic adoption of Platform 

10	 Cloud	Advertising	is	defined	as	cloud-based	services	that	support	
the selection, transaction and delivery of advertising and ad-
related data in which content and price are determined at the time 
of end-user access, usually by an auction mechanism that matches 
bidders with advertising impressions as they become available. 
This applies to search, display, mobile, social and video ad formats.

11	 IaaS	 is	 defined	 as	 a	 standardized,	 highly	 automated	 offering,	
where compute resources, complemented by storage and 
networking capabilities are owned and hosted by a service 
provider	 and	 offered	 to	 customers	 on-demand.	 Customers	 are	
able to self-provide this infrastructure, using a Web-based 
graphical user interface that serves as an IT operations 
management console for the overall environment. API access to 
the	infrastructure	may	also	be	offered	as	an	option.

Fig. 1.15 Predictions on public cloud service revenues (billion $)

Source: I-Com elaboration on Gartner data
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as a Service12 (PaaS) is also outperforming previous 
expectations, as enterprise-scale organizations are 
increasingly confident that PaaS will be their primary 
form of an application development platform in 
the future. This accounts for the remainder of the 
increase in Gartner’s public cloud services revenue 
forecast. It is the second fastest growing segment, 
expected to grow at an average of 16.2% over the 
next years and to reach $21 billion.

12 PaaS, usually depicted in all-cloud diagrams between the SaaS 
layer	 above	 it	 and	 the  IaaS  layer	 below,	 is	 defined	 as	 a	 broad	
collection of application infrastructure (middleware) services 
(including application platform, integration, business process 
management and database services).

1.3.2. The benefits of cloud computing for Data 
Analytics

The combination of IoT connected devices and cloud 
computing platforms will stimulate new and innovative 
methods for managing multiple data streams. 
Monitoring and processing this large amount of data 
will require massive storage and analytical capabilities, 
which can be best managed in a cloud environment. 
In	 addition,	 the	 flexibility	 of	 cloud	 computing	will	 help	
enterprises migrate from static analysis of data to real-
time intelligent monitoring and utilization of resources, 
leveraging cognitive computing capabilities.
Cloud computing makes it easier to provide the best of 
technology	in	the	most	cost-effective	packages,	reducing	

Fig. 1.16 Expected growth in public cloud service revenues (CAGR 2017-2020)

Source: I-Com elaboration on Gartner data
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costs and making a wide array of applications available 
to smaller companies.
Cloud	computing	increases	efficiency	 in	everyday	tasks	
and provides a pathway for massive amounts of IoT 
generated data to travel. 
According to the results of the survey conducted by 
RightScale,	the	four	leading	cloud	benefit	organizations	
are pursuing are faster access to infrastructures (62% 
of interviewees), greater scalability (61%), higher 
availability (56%) and a faster time-to-market (51%). The 
largest increase compared to the previous year was in 
scalability (58% to 61%) and availability (52% to 56%), 
while	decreases	were	seen	in	IT	staff	efficiency	(38%	to	
34%) and cost savings (37% to 35%) (Fig. 1.17).

Cloud computing provides a solution which is both scalable 
and useful for Big Data and business analytics. At least four 
advantages may be associated with cloud computing:
1. Agility. The traditional infrastructure of storing and 

managing data is now proving to be slower and 
harder to manage. It can literally take weeks to just 
install and run a server. Cloud computing can enable 
a company to have thousands of virtual servers and 
get them working seamlessly in only a matter of 
minutes.

2. Affordability. Companies can pick what they want and 
pay for it as they go. Companies need no longer to invest 
huge sums of money in setting up IT departments and 
pay huge amounts of money to keep that hardware 

Fig. 1.17 Cloud	benefits

Source: RightScale, 2017
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updated. Companies can now host their Big Data on 
off-site	servers	or	only	pay	for	the	storage	space	and	
power they use every hour. In other words, cloud 
computing gives companies the ability to leverage 
infinitely	scalable	computational	resources	on	an	on-
demand, pay-as-you-go basis, so that they can readily 
access the computational resources they require 
without having to purchase expensive IT equipment 
up-front when they may only need it intermittently. 
This is especially important for small and medium-sized 
enterprises	(SMEs)	that	lack	the	financial	resources	to	
purchase expensive IT equipment.

3. Data processing. The explosion of data leads to 
the issue of processing it. The social media alone 
generates a load of unstructured, chaotic data such 
as tweets, posts, photos, videos and blogs which 
cannot be processed under one single category. 
With Big Data Analytics platforms, structured 
and unstructured data can be processed. Cloud 
computing makes the whole process easier and 
accessible to small, medium and larger enterprises.

4. Feasibility. Big Data analytics requires new 
processing requirements for large datasets. The 
demand for processing this data can, then, rise or fall 
at any time of the year. While traditional solutions 
would require the addition of more physical servers 
in order to increase processing power and storage 
space, the cloud environment, because of its virtual 
nature,	 is	 the	 perfect	 platform	 to	 fulfill	 this	 task,	
allowing for seemingly unlimited resources on 
demand with no need for additional infrastructure.

1.3.3. The spread of Big-Data-as-a-service (BDaaS)
Due to the growing awareness of the opportunities arising 
from the combination of Big Data and cloud computing, 
new solutions are emerging. This is known as Big Data 
as	a	Service	(BDaaS),	being	those	services	that	offer	the	
analysis of large or complex datasets, usually over the 
Internet, as cloud hosted services. BdaaS includes:

 ■ High-Functioning Service-Oriented Architecture
 ■ Cloud Virtualization Capabilities
 ■ Complex Event-Driven Processing
 ■ Business Intelligence Tools

Many	 companies	 lack	 the	 ability	 to	 hire	 a	 full	 staff	 of	
Data Scientists, but, to remain competitive, they need 
to access the same data stored by larger businesses. 
Through Big Data as a Service, companies, especially 
SMEs,	can	benefit	from	Big	Data	without	the	expensive	
cost	of	a	full-time	staff	member.
The main advantages of Big Data as a Service are:

 ■ Scalability on-demand through a combination of cloud 
computing and distributed architecture

 ■ Virtualized data storage on a distributed platform
 ■ Structured and unstructured data on a cloud 

environment
 ■ Advanced analytics functions with on-demand 

computing power
 ■ Ubiquitous accessibility
 ■ Analytical capability derived from out-of-box domain-
specific	algorithms	along	with	custom	coding

According	to	predictions,	in	the	five-year	period	2015-2020,	
the global market of BDaaS will grow at a CAGR of 31.5%, 
reaching a total turnover of $7 billion (Fig. 1.18).
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1.4. THE CHALLENGES OF DATA-DRIVEN 

INNOVATION: SKILLS AND INFRASTRUCTURES

1.4.1. The lack of e-skills in Europe
Data Analytics skills are in high demand, but supply is 
critically low with employers facing severe shortages. On 
the demand side, since analytics is often the last step in 
a process, the value generated by data and their analysis 
can be easily computed. As a consequence, companies 
today are willing to invest in in-depth analyses in order 
to use information to optimize sales, strategies and other 
business functions. In every sector, companies look at 
data as important tools that, associated with the right 
analytic skills, can foster new business opportunities. 
On the supply side, however, the highly specialized skills 
needed to analyze and interpret such data are lacking. 

In order to use and exploit the progressively increasing 
amount of data which is being produced, data analytics 
professionals are needed. 
Data	workers	are	defined	as	workers	who	collect,	store,	
manage and analyze data as their primary, or important 
part of their activity. They are skilled in using structured 
and unstructured data – elaborating it to support 
analysis and decision-making processes – and are able 
to work with a huge amount of data and are familiar with 
emerging database technologies. 
There were more than 6 million data workers in the EU 
in 2016, with 50% concentrated in three Member States 
(the UK, Germany and France) (Fig. 1.19).
Data workers represent 3.1% of the total employment 
in	 the	 EU	 (Fig.	 1.20).	 This	 share	 varies	 significantly	 by	
country, from 6.5% in Luxembourg to 2% in Romania. 
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Fig. 1.20 Share of data workers out of total employment, by Member State (2016)

Source: I-Com elaboration on European Data Market Monitoring Tool, IDC (2016)
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Fig. 1.21 Expected average annual growth in the number of data workers, by Member State (2016-2020)

Source: I-Com elaboration on European Data Market Monitoring Tool, IDC (2016)
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Two countries of the Big Five – Italy and Spain – lag 
behind  the European average (2.3%). This relates in part 
to their ICT spending and, mainly, due to their industry 
structure where SMEs play an important role. For 
smaller businesses, data products and services may be 
less accessible compared to larger companies. In terms 
of employment share, the discrepancy between big and 
small countries tends to lose importance while structural 
factors,	both	country	and	industry-specific,	appear	to	be	
more important.
According to forecasts for 2020, the countries where the 
number of data workers are expected to increase the 
most are Sweden (21.1% yearly), Luxembourg (16.6%), 
the Netherlands (16.2%) and Malta (16.1%), considerably 

higher than the EU average (3.1%) (Fig. 1.21).
The manufacturing industry is the third industry 
where data worker employment is concerned, – with 
a total number of about 718,000 workers in 2016 (Fig. 
1.22). Nevertheless, the share of data workers in total 
employment is still low in the manufacturing industry 
(2.1%,	 compared	 with	 10.7%	 in	 ICT	 or	 9.4%	 in	 finance,	
which are traditionally the most highly digitalized sectors).
Data–driven	 companies	 are	 struggling	 to	 find	 skilled	
personnel. However, translating data into economic 
value entails more than just technical skills. It involves 
a new way of thinking, the development of horizontal 
skills and the ability to rapidly generate new operating 
models. From data collection to data transfer, storage 

Fig. 1.22 Data workers, by industry (2016)

Source: I-Com elaboration on European Data Market Monitoring Tool, IDC (2016)
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and analytics, human capital is key to the entire value 
chain.	By	and	large,	the	problem	is	finding	people	with	
the right mix of skills, i.e. the data scientists, who combine 
technical skills, analytical and industry knowledge, 
business sense and soft skills to turn data into value for 
employers.	These	people	are	very	hard	to	find.
Despite advances in both the perception of data as a 
resource for companies, and the burgeoning government 
support for digital skills, the evidence shows that data 
potential is still not being met. Core analytical skills as 
well as highly skilled talent is still needed. Skills are a 
pathway to employability and prosperity. They are a 
pull factor for investment and a catalyst in the virtuous 
circle of job creation and growth. However, the skill gap 
and mismatches are very obvious. Closely linked to the 
demand for skills is the issue of the match/mismatch 
between	the	qualifications	and	skills	that	workers	have	
and those that they use in their jobs. Many people work 
in jobs that do not match their talents. At the same time, 
40%	of	European	employers	have	difficulty	finding	people	
with the skills needed to grow and innovate. According to 
current data and estimates for the future, there is (and 
there will be) a substantial skill gap. According to IDC, 
in 2016, the gap between total demand and supply of 
data	workers	was	420,000	unfilled	data	worker	positions	
in the EU (corresponding to 6.2% of total demand) and 
this is expected to rise to 769,000 (9.8% of total demand) 
by 2020 (Fig. 1.23). Germany, France and the UK – the 
leading data markets – show a mid-size gap in the 
scenario to 2020, as the positive dynamics of supply is not 
keeping up with the strong demand growth. However, 

whereas Germany should remain stable at around 4.5% 
and France edge down to 2.7%, in the UK the number of 
unfilled	positions	 is	 expected	 to	 climb	 to	 13.8%	 (more	
than twice the present level, 5.5%) (Fig. 1.24). Only in 
Spain is the skill gap expected to decline, from 8.7% in 
2016 to 0.4% in 2020. This is partly due to a moderate 
demand growth due, in turn, to the high unemployment 
and dysfunctional labor market of the country, and also 
to the increase in students and graduates in the Sciences, 
Technologies, Engineering and Mathematics (STEM 
graduates), resulting in a skill supply increase of 11% in 
the four-year period. However, the forecast demand to 
2020 of Big Data analysts is expected to rise much faster 
than the demand for data workers, at a CAGR of 14.3%. 
This would lead to a potential supply-demand gap of 
66,000	 unfilled	 positions	 for	 Big	 Data	 analysts	 alone,	
corresponding to approximately 17% of their demand. 
This	 appears	 to	 confirm	 the	 concern	 among	 Big	 Data	
stakeholders regarding the potential lack of Big Data 
skills and the need for Europe to catch up in training and 
education in these skills.
In addition, advances in automation, robotics and smart 
systems are increasingly transforming the nature of 
work not only for repetitive tasks but also for the more 
sophisticated in the administrative, legal or supervisory 
areas. While not all jobs will require highly advanced 
doctorate degrees, they will need varying levels of 
appropriate skills. These skills are likely to become 
prerequisites for a number of workers, from chief 
executive	officers	to	entry-level	positions.	In	terms	of	the	
occupational mix, most data workers are professionals, 
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technicians, or professional associates (69% of the total) 
(Fig.	 1.25),	 however,	 there	 is	 also	 a	 significant	number	
in the manager category (23%), largely focusing on data 
in order to drive their decisional processes. Existing 
managers, at all levels, need to become more familiar 
with and use data and analytics.

1.4.2. Infrastructural networks and the role of 5G
Technologies such as mobile, cloud, IoT, automation and 
artificial	intelligence	are	impacting	the	way	we	live,	work	
and interact. Next-generation 5G services are set to play 
a key role in speeding up digitalization.
The IoT is growing so fast that it is already prodding 
the networking physical limits. Sensors in industrial 
equipment are providing not only a lot of data but 
also a need to analyze that data in real time: IoT not 
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only imposes bandwidth needs but also requires a 
serious upgrade in acceptable latency. The consumer 
retail market is increasing the IoT even faster than 
the	 industrial	 sector,	with	 trends	 such	 as  smart	 home	
devices and	services	that	monitor	and	respond	to	them,	
on-demand entertainment and streaming services and, 
of course, the huge and ever-growing mobile website, 
applications, and services sector. In addition, new trends 
such as virtual reality, augmented reality, infotainment 
services	 and  autonomous	 transport	 are	 adding	 huge	
amounts of real-time data streams to an Internet that 
is already strained at the seams. Moreover, all of these 
new	apps	not	only	require	more	data	to	fit	into	the	near-
bursting seams, but also require it to be all analyzed 
much quicker – in real time.
Therefore, data-driven innovation must increasingly be 
able	 to	 effectively	 monitor	 the	 massive	 quantities	 of	
data	flowing	through	their	networks.	Real-time	storage	
analytics is crucial to understanding what data is hot, 
cold	 or	 inactive,	 and	 to	 offering	 enhanced	 visibility	 to	
see	when	files	were	last	opened,	how	often,	by	whom	or	
whether	any	modifications	were	made.	Now	more	than	
ever, IT managers need to be able to use their analytics 
to help guide strategic decision-making processes. With 
predictive analytics, IT managers can capture millions of 
real-time data points in the cloud from physical assets 
deployed	in	the	field.
This is even more true when it comes to the afore-
mentioned combination of data analytics and cloud.
Two key enabling technologies that will be part of the 5G 
standard are reductions in latency – that is, the response 

time between query and answer – and increases in 
potential capacity, enabling a much broader and wider 
range of devices to potentially connect to the network. 
The	result	of	 these	benefits	 is	 that	we	will	be	seeing	a	
more diverse and more capable set of devices and 
applications enabled by 5G.
Among other things, 5G will provide dramatically faster 
speeds and, thus, greater overall bandwidth, which 
is good news for wireless devices. However, mobile 
networks do not exist by themselves. The new 5G 
network and the devices that use it will need a network 
that supports them on the back end so that the data they 
need and the computing services they require can be 
available with as little latency as possible. As the network 
becomes busier and the network infrastructure becomes 
less	able	to	cope	with	the	traffic,	latency	increases.	This	is	
especially true with servers as they become overloaded.
Because communicating with a centralized computing 
and data repository takes time, the only way to save time 
(i.e., decrease latency) is to avoid using that centralized 
repository and this means moving big chunks of the 
network’s computing power to the edge of the network. 
The result is something called “edge computing,” with 
architecture referred to as “edge cloud computing,” 
which, in turn, uses things called “cloudlets” or “fog” 
computing. A key driver is mobile computing, which 
necessarily uses data at the edge. The edge of the 
network is the part that is closer to the ultimate user. 
By moving the data to the network edge, delays can be 
reduced	 in	 two	 ways:	 firstly,	 by	 reducing	 the	 distance	
between the user of the data and the place where it is 
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stored (the repository), thus reducing the time it takes 
data to move back and forth; and secondly, by reducing 
the amount of data that the server has to handle by only 
keeping the required data near the user.
Mobile edge computing (MEC) is edge computing that 
supports mobile devices usually through wireless 
communications. It will become increasingly important 
for enterprises as both mobile bandwidth and demand 
for data increase. MEC uses wireless infrastructure 
and data repositories that are positioned close to the 
wireless infrastructure to keep latency low. That can 
mean many changes in the near future, across not only 
wireless infrastructures but also the back-end network 
equipment, hybrid cloud services, in-house app design 
characteristics and certainly data protection and security.
Many of the innovations in cellular networks and device 

connectivity come from the new 5G NR (New Radio) 
specification.	This	new	specification	utilizes	a	new	type	
of radio and air interface to maximize the utilization of 
the wireless spectrum to do network slicing and enable 
new types of services. However, there are massive 
changes that need to occur in the core network and 
data center including the cloud that will be necessary 
to deliver on the promise that 5G NR technologies 
offer.	Moor	Insights	&	Strategy	believes	these	changes	
will drive massive IT hardware spending to the tune 
of $326 billion by 2025. This includes mainly 5G data 
processing, storage and networking needs in the 
datacenter, including public cloud (56%) but also carrier 
network transformation projects (22%), 5G modems 
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and IP (19%) and edge computing (4%) (Fig. 1.26)13. 
These numbers do not include smartphones or the edge 
devices but only the infrastructure to process, store 
and move all this new data. These new 5G NR networks 
that are fully compliant with the capabilities of 5G NR 
will	require	faster	and	more	flexible	infrastructure	that	
can adapt to the needs of faster connectivity. These 
new requirements also mean investing in new edge 
computing hardware that, as mentioned above, can 
help reduce latency and minimize the amount of 5G 
data	flowing	 in	and	out	of	 the	network	core	and	data	
center. The topography and overall makeup of cellular 
networks will have to change as well as an increase in 
responsiveness,	 flexibility	 and	 overall	 performance.	
Many 4G LTE networks that exist today are not up to 
the task and will have to be upgraded even to be able 
to run 5G NR devices in any meaningful way.

13 Ericsson, The industry impact of 5G. Insights from 10 sectors into the role 
of 5G, 2018

To sum up, the main technological advantages linked to 
the development of 5G are:

 ■ A 1,000-fold increase in data volume per unit area
 ■ A 100-fold increase in the consumer data-rate
 ■ A 1,000-fold increase in the number of connected 

devices
 ■ A 10-fold reduction in energy consumption
 ■ A 5-fold reduction in end-to-end latency.

All	these	benefits	will	mean	a	more	efficient	and	cheaper	
data transmission as well as an improvement in data 
management and Big Data analysis, storage and security 
and the supply of new services.
In terms of income, the latest Ericsson predictions14 
estimate €1.3 trillion in 5G-enabled revenues for ICT 
players, mainly in the energy and manufacturing 
industries, where more than one third of total revenues 
will be produced (Fig. 1.27).

14 Ibidem
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2. DATA GOVERNANCE AND PRIVACY

2.1. DATA PROTECTION: A GLOBAL ISSUE

Considering the role and the importance of digitalization, 
data protection has become a priority for every country 
even	if	different	approaches	and	regulatory	frameworks	
exist worldwide.
The	 concept	 of	 “privacy”	 was	 introduced	 for	 the	 first	
time in the USA in 1890 when Samuel Warren and Louis 
Brandeis published in the Harvard Law Review their 
scientific	 study	 entitled	 “Right to Privacy”. This study, 
starting from the extraordinary technological progress 
of printing systems, the foundation of newspapers (the 
“New York Times” in 1851) and the resulting risks of the 
massive	 spread	 of	 personal	 information,	 for	 the	 first	
time, analyzed the relationship between the right to 
inform	 (and	 to	be	 informed)	and	 confidentiality.	 Even	
if	 the	USA	was	 the	first	country	 to	create	 the	concept	
of	 privacy,	 Europe	 defined	 the	 right	 to	 privacy	 as	 a	
fundamental right in the European Convention on 
Human Rights (the ECHR) in 1950, going even further 
with the right to privacy as an essential condition 
for freedom in the Strasbourg Convention of 1981 
(Directive 95/46/EC) and later in the Nice Charter, the 
European Charter of Fundamental Rights. In pursuing 
the goal of harmonization, the EU adopted Regulation 
679/16	 (sub.	 2.2.1)	 fixing	 a	 regulatory	 framework	 on	
data protection in Europe.
In analyzing the European and American regulatory 
frameworks	 on	 privacy,	 a	 different	 approach	 can	 be	

identified.	
In the USA, the system is focused on the autonomy 
and freedom of the individual, self-regulation, sectorial 
protection, the idea that data belongs to the users, privacy 
protection only in commercial practices (the protection 
of privacy is mainly attributed to the Federal Trade 
Commission) and the idea that consent is necessary only 
to manage data but not to collect data.
In this context, companies regulate privacy by inserting 
clauses in their terms of service, with an interest in 
protecting privacy to keep their customers and collective 
actions (class actions) as a strong deterrent to unfair 
commercial practices. 
On	26	March,	2012,	the	FTC	issued	its	final	report	setting	
best practices for businesses to protect the privacy of 
American consumers and give them greater control over 
the collection and use of their personal data. In particular, 
this report establishes that companies must provide 
their services by complying with certain principles:

 ■ privacy by design, that is, services must be designed to 
guarantee privacy protection;

 ■ privacy choices for consumers, that is allowing the 
consumer to express and withdraw consent to the 
processing of data;

 ■ greater transparency, that is, clear indications on the 
methods of data processing, on the type of treatment 
and on those to be communicated.

The FTC report explicitly excludes companies which: 
1) collect data directly from consumers (regulating 
data management only in the absence of a consumer-
company contractual relationship); 2) do not process 
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sensitive data; 3) do not disseminate or communicate 
user data to third parties; and 4) process data of less 
than 5,000 users.
Where	 sensitive	 data	 is	 concerned,	 the	 report	 defines	
“sensitive”	 data	 as	 that	 relating	 to	 minors,	 finance,	
health, social security numbers and geolocation.
In Europe, instead, privacy is centrally regulated and 
defined	as	a	fundamental	right	of	the	individual	so	they	
are protected in every sector, and not only in case of 
use but also in collecting and centralizing dat.
Moving	 to	 the	 Far	 East,	 and	 specifically	 China,	 on	 7	
November 2016, the Cyber Security Law of the People’s 
Republic of China was approved, entering into force on 
1	 June	 2017,	 and	 aimed	 at	 fighting	 online	 frauds	 and	
protecting the country from national security risks 
originating from the Internet. The Cyber Security Law, 
for	the	first	time,	brings	together	in	one	single	legislative	
document all Chinese data protection forecasts 
which had previously been spread over various other 
documents	and	restricted	to	specific	sectors	or	areas.
This is an important measure which introduced a 
general law for the protection of personal data in China, 
also through the setting of clear obligations for “network 
operators”.	Art.	76	defines	 “personal	data”	as	 “all types 
of information, recorded in electronic form or through 
other tools, which alone or in combination with other 
information allow for identifying the identity of a person, 
including without limitation their name and surname, 
date of birth, identification numbers, personal biometric 
information, addresses, telephone numbers, etc.”. Instead, 
the	 network	 operators	 are	 defined	 as	 “the owners, the 

managers of a network and the network service providers”. 
Chapter	4	of	 the	 law	fixes	a	detailed	 list	of	obligations	
imposed	 on	 network	 operators	 and,	 specifically,	 they	
must: 1) safeguard the secrecy of personal data and in 
collecting and using this, act in full compliance with the 
principles of legality, correctness and necessity; 2) adopt 
all the measures, including technological measures, 
necessary to guarantee the security of the personal data 
collected and to prevent their disclosure, tampering 
or destruction; 3) indicate objectives, methods and 
purposes and obtain the consent of the data subjects 
for any collection, use or disclosure (it is not clear if 
consent must be expressed or may even be implicit); 4) 
maintain	the	strictest	confidentiality	and	not	disclose	the	
data (excluding when it is impossible to trace the identity 
of the data subjects); and 5) report to the authorities 
and the owners any violation of data by third parties 
(in	case	of	non-fulfillment	of	this	obligation,	fines	up	to	
RMB100,000	–	approximately	€13,000	–	are	fixed).
The implementation of the provisions of the Cyber 
Security Law is jointly entrusted to the Cybersecurity 
Administration of China, the Public Security Bureau 
and the supervisory authority responsible for 
telecommunications (currently the Ministry of Industry 
and Information Technology). However, the law does 
not establish a data protection authority in China.
On 1 May 2018, the voluntary standard Information 
Technology	–	Personal	Information	Security	Specification	
entered into force representing an important step in the 
path started in the previous year, with the enactment 
of the 2016 Cybersecurity Law. The Standard provides 
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detailed guidelines on the connection, storage, use and 
sharing of personal data requiring compliance with 
the principles of transparency, necessity, correctness, 
proportionality, minimization, security, legality and risk 
assessment.	 It	 is	 interesting	 to	 analyze	 the	 definition	
of “personal data” and “sensitive personal data” and 
underline	 the	 difference	 to	 the	 European	 regulation.	
“Sensitive	personal	data”	is	defined	as	any	type	of	data	
whose	non-conforming	treatment	in	a	specific	context	
is able to damage persons or property.
Comparing this Standard with the GDPR, which is 
analyzed in the following par. 2.2.1, several important 
differences	can	be	identified:	1)	they	are	two	different	
tools being, on the one hand, a regulation, that is a 
prescriptive act immediately applicable in the individual 
European Member States and, on the other hand, a 
non-binding act that is part of the Chinese personal 
data protection regime as a tool to implement the 
Cybersecurity Law (2016); 2) the Chinese system does 
not	 provide	 for,	 differently	 from	 EU	 and	 individual	
Member States, an Authority charged with monitoring 
the correct and uniform application of the rules; 3) the 
standard	 defines	 “sensitive	 personal	 data”	 through	
an approach founded on risk assessment; and 4) the 
European regulation requires an informed and explicit 
consent while the Standard seems to allow for an 
implicit consent and silence/consent.
Even	if	there	are	these,	and	other,	differences	between	
the GDPR and the Chinese Standard, the editors of the 
Standard have clearly been inspired by the European 
GDPR. In fact, there are similarities between the two 

acts on several points, such as the general principles 
of treatment, data subject rights, the transfer of data 
to	 third	 parties,	 the	 definition	 of	 controller	 and	 its	
obligations, and the adoption of the “accountability 
principle” (controllers processing the data are also 
responsible for ensuring the conformity and the 
lawfulness of the treatment, having to assess the risks 
the data may be exposed to and adopting the most 
appropriate technical and organizational measures to 
avoid them).

2.2. EU INITIATIVES: STANDARDS  

& INTEROPERABILITY AND DATA PROTECTION

2.2.1. Standards & interoperability
To encourage the deployment of digital services 
harmonized standards and interoperability must be 
assured.
A standard is a voluntary formal agreement on doing 
something in the same way, repeatedly and it can be 
developed for products, processes, management and 
services.	 Standards	 are	 defined	 by	 the	 International	
Organization for Standardization (ISO) as “documents, 
established by consensus and approved by a recognized 
body, that provide for common and repeated use, rules, 
guidelines or characteristics for activities or their results, 
aimed at the achievement of the optimum degree of order 
in a given context”. 
A 2014 study by the European Commission emphasized 
the need for anticipating standards requirements 
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and accelerating their development in Europe15. The 
benefits	 of	 standards	 for	 the	 European	 industry	 are	
very important as standards lead to cost reduction or 
cost savings derived mainly from economies of scale, 
the possibility to anticipate technical requirements, 
the reduction of transaction costs and the possibility 
to access standardized components.
Standards are essential to ensure the exchange of 
data between machines, systems and software within 
a networked value chain, as a product moves into and 
through the “smart factory” towards completion, as well 
as to allow robots to be integrated into a manufacturing 
process through simple “plug-and-play” techniques. If 
data and communication protocols are proprietary or 
only recognized nationally, only the equipment of one 
company or group of companies will be compatible. 
Therefore, the value of European standards is immense 
for the competitiveness of the enterprises working in 
the	 fields	 of	 transport,	 machinery,	 electro-technical	
products and other manufacturing industries, as well as 
in	the	field	of	telecommunications.	Well-designed	and	
timely European standards can support innovation in 
several ways. In fact, existing standards can codify and 
spread the state of the art in various technologies, and 
they can also facilitate the introduction of innovative 
products by providing interoperability between new 
and existing products, services and processes. In 
some cases, innovation can more easily gain market 

15 Joint Research Centre, How will standards facilitate new production 
systems in the context of EU innovation and competitiveness in 2025?, 
2014

acceptance if it complies with existing standards for 
safety, quality and performance. Interoperability 
standards can underpin a technological platform 
on which other innovation can take place, especially 
for services (for example, using LTE mobile services 
as a platform for mobile commerce solutions or 
public cloud computing platforms for e-Government 
applications). Finally, standards can help bridge the 
gap between research and marketable products or 
services. A standard can codify the results of publicly 
funded research, thus making them available as a 
basis for further innovation.
The European Standardization Organizations are 
officially	 recognized	by	Regulation	 (EU)	No	1025/2012	
as providers of European standards. CEN16, CENELEC17, 
and ETSI18 have been working with the European 
Commission since 1984, when a cooperation agreement 

16 The European Committee for Standardization (CEN) brings 
together the National Standardization Bodies of 33 European 
countries. It provides a platform for the development of European 
Standards (ENs) and other technical documents on various types 
of products, materials, services, and processes. These include air 
and space, chemicals, construction and more.

17 The European Committee for Electro-Technical Standardization 
(CENELEC) is responsible for standardization in the electro-
technical	 engineering	 field.	 Voluntary	 standards	 prepared	 by	
CENELEC help facilitate trade between countries, access new 
markets, cut compliance costs and support the development of 
the EU Single Market. CENELEC also creates market access at an 
international level through its close collaboration with the 
International Electro-Technical Commission (IEC).

18 The European Telecommunications Standards Institute (ETSI) 
produces globally-applicable standards for information and 
communications technology (ICT). These standards also include 
fixed,	 mobile,	 radio,	 converged,	 broadcast,	 and	 internet	
technologies. ETSI’s purpose is to produce and maintain the 
technical standards required by its members.



49

2 • Data governance and privacy

was signed and later revised in 2003, laying down 
general guidelines for cooperation.
In the case of ETSI, industry can become directly 
involved in of the development of standards, while 
industry can only access CEN and CENELEC through 
the National Standards Bodies (NSBs). The European 
Union recognizes 37 national standardization bodies, 
which are subject to requirements laid down in 
Regulation (EU) No 1025/2012: 

 ■ Art. 3 Transparency of work programs of standardization 
bodies;

 ■ Art. 4 Transparency of standards;
 ■ Art. 6 Access of SMEs to standards;
 ■ Art.	15	and	17	regarding	union	financing.

Regulation (EU) No 1025/2012 establishes a legal 
basis for European product and service standards, 
identifying	 ICT	 technical	 specifications	 and	 financing	
of European standardization practices. It also 
sets an obligation for European Standardization 
Organizations (CEN, CENELEC, ETSI) and National 
Standardization Bodies to comply with transparency 
and participation. Articles 15 to 19 lay down the 
legal	 basis	 of	 EU	 financial	 support	 for	 the	 European	
standardization system, the total amount available 
– approximately €20 mill. annually – being constant 
over the last years. The EC package on the “Digitizing 
of European Industry”, as well as several initiatives at 
Member State level and within industry federations 
recognizes that standardization has an important 
role to play, helping European industry secure its 
leadership in manufacturing and service provision by 

adopting the best available digital technologies. As the 
Communication states, “an effective standardization 
environment for digital technologies is crucial for 
Digitizing European Industry, and is key to the Digital 
Single Market. ICT standards allow devices and services 
to connect seamlessly across borders and technologies. 
In the future, billions of connected devices – including 
appliances, industrial equipment, and sensors – will 
depend on such seamless communication, regardless of 
manufacturer, technical details, or country of origin.”
In April 2016, the European Commission had already 
proposed concrete measures to speed up the ICT 
standard	 setting	 process	 by	 focusing	 on	 five	 priority	
areas19 5G, cloud computing, Internet of Things, data 
technologies and cybersecurity.
In June 2016, the European Commission presented its 
standardization package, where it set out its vision for 
a	 single	 and	 efficient	 standardization	 policy	 including	
the Communication “European Standards for the 
21st Century” where the Commission recommends a 
renewed focus on the services sector. Considering that 
the fragmentation of standards acts as a barrier to the 
cross-border provision of services, the Commission 
proposes to prioritize and promote the targeted 
development of voluntary European service standards. 
The package also includes the Annual Union Work 
Program for 2017, setting out the priorities in 
European standardization for the following year, and a 
Joint Initiative on Standardization – a dialogue process 

19 Communication of the European Commission, ICT Standardization 
Priorities for the Digital Single Market, COM (2016) 176, 19.04.2016
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bringing together the relevant stakeholders (industry, 
institutions, consumers, union etc.). The partnership 
will develop concrete actions to better prioritize, speed 
up and streamline standardization by the end of 2019.

Interoperability
Interoperability is a key factor in making a digital 
transformation possible. It allows administrative 
entities to electronically exchange, among themselves 
and with citizens and businesses, meaningful 
information in ways that are understood by all parties.
The Communication on a Digital Single Market Strategy 
for Europe (6 May 2015) recognizes interoperability as 
a prerequisite for “efficient connections across borders, 
between communities and between public services and 
authorities” and calls for the revision and extension of 
the existing European interoperability framework.
The Interoperability Solutions for European 
Public Administrations (ISA) program (2010-2015) 
and its successor, the ISA program (2016-2020), 
are the main tools through which the current 
European interoperability strategy and European 
interoperability framework have been implemented. 
This has, involved a variety of actions to improve 
digital collaboration between public administrations 
in Europe.
On 23 March 2017, the European Commission adopted 
the new European Interoperability Framework 
(EIF),	 providing	 specific	 guidance	 on	 how	 to	 set	 up	
interoperable	 digital	 public	 services.	 It	 offers	 public	
administrations 47 concrete recommendations on how 

to improve the governance of their interoperability 
activities, establish cross-organizational relationships, 
streamline processes supporting end-to-end digital 
services, and ensure that both existing and new 
legislation	do	not	compromise	interoperability	efforts. 	
This Communication is accompanied by an 
interoperability action plan that should support the 
implementation of the European interoperability 
framework	 over	 2016-2020	 and	 is	 focused	 on	 five	
strategic areas: 1) ensure governance, coordination 
and sharing of interoperability initiatives; 2) develop 
organizational interoperability solutions; 3) engage 
stakeholders and raise awareness on interoperability; 
4) develop, maintain and promote key interoperability 
enablers; and 5) develop, maintain and promote tools 
that support interoperability.
Considering that the implementation of the European 
interoperability action plan requires a joint ownership 
by the European Commission and the Member 
States, the former, supported by the ISA program, 
should govern and coordinate the implementation 
and monitoring. 
By the end of 2019, the European Commission 
will evaluate the implementation of the European 
interoperability framework. Based on the evaluation 
results and in accordance with the principles of better 
regulation, the Commission may assess whether 
the	 specific	 recommendations	 of	 the	 European	
interoperability framework should be part of a 
mandatory tool.
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2.2.2. The Regulation 679/16 (General Data 
Protection Regulation – GDPR) and the 
Commission proposal for a regulation 
concerning the protection of individuals 
concerning the processing of personal data 
by EU institutions, authorities, offices and 
agencies, as well as free data movement 
(January 2017)

The development of a Digital Single Market and the 
spread of digital services require the trust of online 
users. To strengthen this trust, a high level of privacy and 
personal data protection must be ensured. 
In early 2016, the European Parliament reformed 
the legal framework on data protection and issued 
the General Data Protection Regulation – GDPR 
(Regulation 679/16), to protect all EU citizens from 
privacy and data breaches in an increasingly data-
driven	world	that	is	vastly	different	from	when	the	1995	
Directive was established. 
The GDPR, which entered into force on 25 May 2018, sets 
the foundations for the lawfulness of data processing, 
strictly indicated times, contents and modalities of 
information,	defines	the	rights	of	the	interested	parties	
(access, cancellation-forgetting, limitation of treatment, 
opposition,	 portability),	 identifies	 the	 subjective	
characteristics and responsibilities of owners and data 
controllers and regulates international data transfers.
The key principle of the discipline is that of “privacy by 
design”, which refers to the choice of guaranteeing data 
protection rights from the planning and design stage 
of a treatment, preventing possible critical issues (for 

example, the provision of impact assessments before 
data processing).
Concerning subject-matter and objectives, the GDPR 
has established rules on the protection of natural 
persons with regard to the processing of personal data 
and on the free movement of personal data and the 
protection of the fundamental rights and freedom of 
natural persons, particularly, their right to personal 
data protection. In establishing the principles related 
to personal data processing, art. 5 establishes that 
“personal data shall be processed lawfully, fairly and in a 
transparent manner relative to the data subject, collected 
for specified, explicit and legitimate purposes. It should 
not be further processed in a manner that is incompatible 
with those purposes, but be adequate, relevant and limited 
to what is necessary in relation to the purposes for which 
it is processed, being accurate, and kept in a form which 
permits the identification of data subjects and stored for 
no longer than is necessary for the purposes for which the 
personal data is processed, ensuring appropriate personal 
data security”.
The following art. 6 sets the conditions for the “lawfulness 
of processing and, in particular, in the presence of a consent 
given by the data subject, when processing is necessary for 
the carrying out of a contract to which the data subject is 
party, or in order to take steps to meet the request of the data 
subject prior to entering into a contract, for compliance with 
a legal obligation to which the controller is subject, in order 
to protect the vital interests of the data subject or of another 
natural person, for the performance of a task carried out in 
the public interest or in the exercising of official authority 
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vested in the controller and for the purposes of the legitimate 
interests pursued by the controller or by a third party, except 
where such interests are overridden by the interests or 
fundamental rights and freedoms of the data subject which 
require protection of personal data, in particular, where the 
data subject is a child”. 
Regarding consent, art. 7 establishes that “the data 
controller must prove the presence of consent, stating that 
if it is provided through a written declaration also covering 
other issues, the request for consent must be presented in 
a manner clearly distinguishable from other subjects, in a 
comprehensible and easily accessible form, using a simple 
and clear language”. The same provision recognizes the 
right of the interested party to withdraw their consent 
at any time, providing that the withdrawal of consent 
is expressed with the same ease with which consent is 
granted. Art. 15, instead, recognizes “the data subject’s 
right of access to data and some information concerning the 
purpose of the processing and defined categories of data in 
question, the recipients or categories of recipients to whom 
the personal data have been or will be communicated, the 
retention period of the personal data, the existence of the 
right of the interested party to ask the data controller to 
rectify or delete personal data or limit the processing of 
personal data concerning them or to oppose their treatment, 
the right to lodge a complaint with a supervisory authority, 
if the data are not collected from the data subject, with all 
information available on its origin, as well as the existence of 
an automated decision-making process”. Art. 17 establishes 
“the right to erasure (“right to be forgotten”), setting the right 
of the data subject to obtain from the controller the erasure 

of personal data concerning them without undue delay 
and the obligation – in the presence of specific conditions 
– of the controller to erase personal data without undue 
delay”. In particular, this provision recognizes the right 
of the data subject to obtain from the controller the 
erasure of personal data when “the personal data are 
no longer necessary in relation to the purposes for which 
they were collected or otherwise processed, the data subject 
withdraws consent or there is no other legal ground for 
the processing, the data subject objects to the processing 
pursuant to art. 21(1) and there are no overriding legitimate 
grounds for the processing, or the data subject objects to 
the processing pursuant to art. 21(2), the personal data 
have been unlawfully processed, the personal data have to 
be erased for compliance with a legal obligation in Union or 
Member State law to which the controller is subject and the 
personal data have been collected in relation to the offer 
of information society services referred to in art. 8(1)”. The 
same	provision	also	fixes	the	obligation	of	the	controller,	
who has made the personal data public, to erase the 
personal data and, taking into account the technology 
available and the cost of implementation, to inform 
controllers processing the personal data that the data 
subject has requested the erasure by such controllers 
of any links to, or copy or replication of, this personal 
data. Therefore, the reporting obligation exists when 
the	data	subject	specifically	requests	the	erasure	of	“any 
links to, or copy or replication of, those personal data” and 
the controller is aware of the other controllers which are 
processing that personal data.
Other important provisions concern the right to data 
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portability (art. 20) and the right of the data subject to 
receive the personal data in a structured, commonly 
used and machine-readable format with the right to 
transmit said data to another controller.
Instead, Chapter IV on the controller and processor 
establishes	 features	 of	 their	 responsibility,	 fixes	 the	
obligation to implement appropriate technical and 
organizational measures to ensure a level of security 
appropriate to the risk, encourages the drawing up of 
codes of conduct intended to contribute to the proper 
application of the Regulation, provides the establishment 
of	 data	 protection	 certification	 mechanisms	 and	 of	
data protection seals and marks for the purpose of 
demonstrating compliance with the Regulation of 
processing operations by controllers and processors. 
The GDPR also regulates transfers of personal data to 
third	countries	or	 international	organizations	fixing	the	
general	principle	for	transfers	and	specific	exceptions.
The	 same	 Regulation	 defines	 competences,	 tasks	 and	
the powers of authorities, cooperation modality and 
the characteristics and powers of the European Data 
Protection Board.
An important new development is the introduction of 
the	Data	Protection	Officer	(DPO)	charged	with	ensuring	
the correct management of personal data by companies 
and	 institutions.	This	 is	a	very	 important	figure,	having	
specific	skills,	who	directly	reports	to	the	summit,	decides	
independently	 and	has	 adequate	 human	 and	financial	
resources for this purpose.
On 10 January, 2017, the European Commission 
launched a proposal for a regulation concerning 

the protection of individuals concerning the 
processing of personal data by the EU institutions, 
authorities, offices and agencies, as well as free 
data movement, repealing Regulation (EC) 45/2001 
and Decision n. 1247/2002 / EC. This proposal aims to 
align the current rules, which go back to 2001, to the 
new stricter rules set out in 2016, guaranteeing higher 
standards of protection. This proposal for a regulation, 
conforming to the model and the general discipline 
established	 by	 Regulation	 2016/679,	 identifies	 the	
principles applicable to the processing of personal 
data (lawfulness, correctness, transparency, adequacy, 
relevance, limitation) and the conditions for consent, 
regulating the transmission of personal data to 
recipients, other than Union institutions and agencies, 
established in the Union and subject to Regulation (EU) 
2016/679	or	Directive	 (EU)	2016/680.	 It	 identifies	 the	
situations in which the processing does not require 
identification,	 clearly	 declines	 the	 rights	 of	 the	 data	
subject	(right	of	access	to	data,	rectification,	oblivion,	
right to limit processing, data portability, objection 
to processing), obligations and responsibilities, and 
it introduces, with regard to transfers of personal 
data to third countries or international organizations, 
the	 principle	 of	 adequacy,	 providing	 specific	 means	
of appeal. From an institutional point of view, this 
proposal for a regulation establishes a European Data 
Protection Supervisor, setting the tasks and powers 
and the forms of cooperation with the individual 
national authorities.
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2.2.3. The Commission proposal for the regulation 
on confidentiality and electronic 
communications (ePrivacy) (January 2017)

In January 2017, the Commission launched a 
proposal for the regulation on confidentiality and 
electronic communications aimed at guaranteeing 
greater protection of an individual’s private life and 
offering new business opportunities, updating the 
existing 2002 legislation.
The proposed e-Privacy Regulation will replace 
Directive 2002/58/EC (e-Privacy), as modified by 
Directive 2009/136/EC, fixing special privacy rules 
for e-communications services and ensuring legal 
certainty, by avoiding divergent interpretations in the 
Member States, although providing some flexibility.
Recognizing the important technological and 
economic developments and the wide spread of new 
Internet-based services enabling communications 
(such as ‘voice over IP’, instant messaging and web-
based e-mail services), this proposal provides for 
the extension of privacy rules to new operators 
providing electronic communication services (such 
as WhatsApp, Facebook Messenger, Skype, Gmail, 
iMessage, Viber) and specifies that this protection 
covers the contents and the metadata of electronic 
communications (for example, call time and location). 
Fixing a single set of rules applicable within the Union, 
the Commission also aims to create new business 
opportunities for companies and, once consent is given 
to the processing of communications data (content 
and/or metadata), traditional telecommunication 

operators will have more opportunities to use the data 
and provide additional services. In order to ensure 
users greater control over the settings, allowing 
for easy acceptance or refusal of the monitoring of 
cookies and other identifiers in the event of risks to 
privacy, the proposal provides for the simplification 
of the so-called “cookie provision” which has resulted 
in an excessive number of requests for Internet user 
consent. The proposal clarifies that consent is not 
necessary for non-intrusive cookies that improve the 
user experience (for example, those that allow you 
to remember shopping cart history) and for cookies 
that count the number of users visiting a website. The 
proposal also introduces measures against spam, 
prohibiting unwanted electronic communications 
through emails, text messages and, in principle, 
also telephone calls if users have not given their 
consent. To complete the set of protection items, the 
proposal imposes on the authors of telephone calls 
for commercial purposes the obligation to show their 
telephone number or use a special prefix that indicates 
the nature of the call. As far as the competence to 
ensure compliance with this framework is concerned, 
the national data protection authorities are identified 
as the responsible parties.
This proposal is generating a wide debate and a 
lot of requests for change. Within the European 
Parliament, the file was assigned to the Civil Liberties 
Committee (LIBE) and the initial rapporteur, MEP 
Marju Lauristin (Estonia, S&D), presented the report 
with amendments in the LIBE on 21 June 2017. More 
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than 800 amendments were tabled by mid-July. The 
Committees for Legal Affairs (JURI), Internal Market 
(IMCO) and Industry (ITRE) released their opinions in 
October and, after the adoption of the LIBE report 
on 19 October, the Parliament voted on it, together 
with the mandate for entering into inter-institutional 
negotiations. 
Under the Maltese Presidency, the Council of the EU 
published its first progress report on 19 May 2017, 
summarizing the issues under discussion such as 
the interaction of the new e-Privacy rules with the 
GDPR and e-Communications Code, the impact of its 
extension to the OTTs, the protection of information 
stored in, or emitted by, user terminal equipment, 
machine-to-machine communication and software 
privacy settings. On 8 September 2017, under the 
Estonian Presidency, the Council published its first 
redraft of the proposal with amendments and a new 
consolidated text was adopted in December 2017.
A revised text by the Council was debated in March 
2018 within its working party (TELE), with clarifications 
on some aspects such as the link with the GDPR, the 
consent requirement, the applicability to ancillary 
services and to machine-to-machine communications. 
Consequently, a new revised text was proposed in 
April. The debate specifically focused on how the new 
rules should apply to communications content and to 
meta-data (art. 6), to the protection of the terminal 
equipment (art. 8), on privacy settings (art. 10) and on 
restrictions to obligations and rights (art. 11). 
This proposal is very important and complex, 

beginning from the idea that traditional telephony 
and text messages (SMS) have been largely replaced 
by the functions offered by OTTs and that the 
regulation of digital communication services must be 
harmonized. However, the extension of the regulatory 
framework requires some further reflections, as the 
general statement on an equivalence of OTT services 
to traditional ones is very critical. In the BEREC 
“Report on OTT services” (January 2016), OTT services 
were not equated to electronic communication 
services and were divided into three different 
groups (even if at European level and in Member 
States there is a widespread debate and no single 
approach). The first includes services which can be 
defined as electronic communication services (e.g. 
VOIP services), the second services which cannot be 
qualified as electronic communication services but 
can potentially compete with traditional electronic 
communication services (e.g. Skype, WhatsApp or 
Viber), and the third includes services which cannot 
be qualified as electronic communication services 
and cannot compete with traditional electronic 
communication services (e.g. e-commerce, music/
video streaming services). Considering the critical 
issues connected to the definition of OTT services 
and the assimilation by default of the functionality of 
OTT services to those offered by traditional suppliers, 
probably the application of the GDPR – that several 
OTTs already observe (for example, in art. 6) – could 
already ensure the highest level of protection of 
personal data. 
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2.2.4. The Commission proposal for a regulation of 
the European Parliament and of the Council 
on a framework for the free movement of 
non-personal data in the European Union 
Free Data Flow (September 2017)

Data location restrictions in the EU and issues on data 
ownership, management and access to data are very 
important issues, especially in a cross-border context, 
for users or services provided intending to collect, store 
or	 process	 data	 or	 services	 provided	 in	 a	 different	 EU	
Member State.
Being aware of these critical issues, the European 
Commission announced, in its work program for 2016, 
that	a	legislative	proposal	on	the	free	flow	of	data	would	
have been presented in the course of 2016 as part of 
its Digital Single Market Strategy. Consequently, it 
launched a public consultation on platforms and online 
intermediaries on 24 September 2015, which lasted for 
12 weeks receiving over 1,000 responses.
In its conclusions of 25 and 26 June 2015 and those from 
15 December 2016, the European Council underlined 
the	 importance	 of	 ensuring	 the	 free	 flow	of	 data,	 and	
calling for actions for this purpose. The same request 
came from the Estonian Presidency of the Council of 
the EU in its Vision Paper on the Free Movement of Data 
and a letter of 13 December 2016 to the President of the 
European Council signed by 16 Member States asking 
for a legislative proposal.
However, the European Commission did not present 
any related legislative initiative in 2016 but on 10 
January 2017, it published a Communication, “Building 

a European Data Economy”,	 which	 identified	 the	 rules	
and	 regulations	 obstructing	 the	 free	 flow	of	 data,	 and	
options	to	remove	unjustified	or	excessive	data	location	
restrictions. Following this, the Commission launched 
a new public consultation – which took place from 10 
January to 26 April 2017 – highlighting the importance of 
removing data localization restrictions.
In May 2017, under the Digital Single Market strategy 
mid-term	 review,	 the	 Commission	 identified	 the	
free	 flow	 of	 non-personal	 data	 and	 to	 develop	 the	
European Data Economy as one of the key three priority 
areas of action. Finally, on 13 September 2017, the 
Commission published its proposal for a regulation 
on a framework for the free flow of non-personal 
data. This proposal, after specifying the objective, the 
scope	of	 the	 regulation	 and	 the	 applicable	 definitions,	
establishes: 1) the principle of the free movement of 
non-personal data in the Union (art. 4 – any obligation 
to	locate	data	is	prohibited,	except	when	this	is	justified	
for public security); 2) ensuring the availability of data 
for regulatory controls by the competent authorities, 
prohibiting users from rejecting data access for the 
competent authorities on the basis that the data is 
stored or otherwise processed in another Member State; 
3) encouraging service providers and professional users 
to develop and implement codes of conduct that specify 
information on data portability conditions (including 
technical and functional requirements); 4) providing the 
designation, by each Member State, of a single point of 
contact which acts as a link with the contact points of 
the other Member States and the Commission regarding 
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the application of the Regulation; 5) providing for the 
Committee on Free Movement of Data, assisting the 
European Commission; and 6) carrying out a review 
within	 five	 years	 from	 the	 date	 of	 application	 of	 the	
regulation.
This proposal is very important for the future of the 
European Union and an agreement must be quickly reached. 
In its Conclusions from 19 October 2017, the European 
Council established that by June 2018 the co-legislators 
should	 have	 agreed	 on	 the	 free	 flow	 of	 a	 non-personal	
data proposal. Subsequently, on 19 December 2017, the 
same Council decided on its position and on a mandate to 
begin negotiations with the European Parliament as soon as 
possible allowing Member States to impose data localization 
requirements only for public security reasons.
The dialogue on this proposal is still ongoing. Within 
the	European	Parliament	 the	file	has	been	assigned	to	
the Committee for the Internal Market and Consumer 
Protection (IMCO), rapporteur Anna Maria Corazza Bildt 
(EPP, Sweden) and after holding a workshop with experts 
on the proposal (February 2018), the IMCO Committee 
published	 the	 draft	 report	 (fixing	 the	 deadline	 for	
amendments by 26 March 2018), underlining the 
importance to ensure greater clarity and simplicity of 
application.	In	particular,	she	asked	for	the	clarification	of	
some concepts regarding the public security exception, 
the scope of application, the issue of mixed data sets 
and the complementarity with the new data protection 
directive, the porting of data or the access to data for 
public authorities. On 9 April 2018, the amendments 
tabled in the committee were published. The voting is 

scheduled for June 2018.
As well, the European Economic and Social Committee 
adopted its Opinion on the proposal (15 February 
2018) asking the European Commission for a number 
of	 changes	 and	 clarifications	 on	 some	 concepts.	
Specifically,	 the	 Committee:	 1)	 disagrees	 with	 the	
choice	 not	 to	 provide	 a	 specific	 procedure	 in	 case	 of	
non-compliance by a Member State. In fact, they must 
communicate to the Commission “any draft act which 
introduces a new data localization requirement or makes 
changes to an existing data localization requirement” and 
“ensure that any data localization requirement that is not 
in compliance” with the rule on the non-prohibition or 
non-restriction	 of	 free	 flow	 of	 the	 data	 concerned	 “is	
repealed”, except where they consider it to be warranted 
for reasons of public security. Therefore, they have to 
notify the Commission, giving reasons for deeming the 
measure to be in compliance with the rule concerned 
and for considering that it should remain in force; 2) on 
data availability for competent authorities, underlines 
the	critical	issues	connected	to	the	necessity	to	file	an	
appeal through the Member States’ ordinary courts 
(long times, high costs and uncertain results); 3) on data 
porting for professional users, disagrees with the choice 
of the Commission to encourage the development of 
self-regulatory codes of conduct at Union level instead 
of	 adopting	 specific	 legislative	measures	 and	without	
any guidelines or guiding parameters; and 4) asks for 
the	clarification	of	some	concepts	such	as	the	specific	
meaning of the expression “provided as a service to 
users” or	the	definition	of “non-personal data”.
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3. ARTIFICIAL INTELLIGENCE: 
A STRATEGY FOR EUROPE

3.1. AN INTRODUCTION TO ARTIFICIAL 

INTELLIGENCE

The question “Can machines think?” has always interested 
philosophers, scientists and engineers, and the idea 
of creating a machine that one day would be able to 
imitate human behavior has emerged in many historical 
periods.	It	can	even	be	said,	based	on	different	historical	
writings, that the desire to create an intelligence similar 
to	a	human’s,	but	artificially	produced,	has	always	been	
considered as remote as the creation of a human. The 
beginnings	of	modern	Artificial	Intelligence	began	in	the	
1950s (Fig.3.1), when Alan Turing (inventor of the Turing 
test, a method for evaluating whether machines can 
think20) published a paper entitled “Computing Machinery 
and Intelligence”. Six years later, the Stanford professor, 
John	McCarthy,	 coined	 the	 term	 “artificial	 intelligence”	
and,	 in	 1959,	 MIT	 founded	 its	 Artificial	 Intelligence	
laboratory. 
Although	 interest	 in	 Artificial	 Intelligence	 dates	 back	
several	 decades,	 there	 is	 still	 no	 single	 definition	 nor	
any unanimous agreement between researchers and 
computer	scientists	on	how	it	can	be	defined.	
There	 are	 many	 conflicting	 definitions	 of	 artificial	
intelligence (AI), ranging from futuristic visions of 
human-like machine intelligence to more restrained 

20  University of Washington, The History of Artificial Intelligence, 2006. 

definitions	 that	 refer	 to	 the	ability	of	machines	 to	self-
program based on new data. Today, AI commonly refers 
to systems that employ machine learning and can: 

 ■ collect and process signals via sensors or other 
methods;

 ■ classify, learn, reason and predict possible outcomes; 
 ■ interact with people or other machines.

Reference	is	made	to	the	theory	of	weak	artificial	intelligence	
which is based on the idea that machines can only simulate 
a	specific	aspect	of	the	human	mind.	Instead,	according	to	
the	theory	of	strong	artificial	intelligence,	the	machines	can	
emulate a human mind. Strong AI, in its original intended 
definition,	 is	 the	 hypothesis	 that	 “the brain is a digital 
computer, and the mind is a computer program”. This view 
implies that if a programmer types the right program into 
a computer console, then that program would emulate (be 
equivalent to) a human mind21. 
The AI commonly understood today is precisely that which 
refers	to	the	precepts	of	the	weak	Artificial	Intelligence	
theory. In other words, there is no intention to replace 
human beings, but rather, to support or “increase” 
human intelligence. This increase can be based on the 
computing power or the amount of memory available. 
For many, this type of intelligence is the only one possible 
for machines as they will never be able to replicate the 
human mind and, therefore, thinking. 
Examples of weak AI surround us every day, including 
Google search, recommendation engines, chatbots, 
intelligent medical diagnostics and so on. But we should 

21  http://www.gavinjensen.com/blog/2018/ai-weak-strong
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not take the term “narrow / weak” to imply an inadequacy 
or a lack of value. Using machine learning, advanced 
algorithms and other computer science techniques – 
“narrow” examples of AI – require the ability to sense 
and process vast amounts of data and can demonstrate 
their value economically or in more human terms, such 
as the quality of life. 
There are three key factors that today provide potential 
for AI development: 

 ■ massive and available datasets (also known as “Big 
Data”)

 ■ inexpensive parallel computation 
 ■ improved algorithms

The	combination	of	these	three	factors	has	finally	made	

it	possible	for	AI	to	become	not	just	an	idea	or	rarefied	
technology, but a commercial reality22. 

3.1.1. Examples of AI applications and use cases 
Today, there are various examples of AI and most are 
clustered	around	three	specific	types	of	intelligence	–	Visual/
Spatial, Auditory/Linguistic and Motor Intelligence. Cognitive 
artificial	intelligence	(Fig.	3.2)	underlies	all	of	these.	

 ■ Visual/Spatial. The ability to see and process 
the physical and digital world. Examples include 
computer vision/image recognition, facial recognition 
and emotion detection. Image recognition allows 

22 Altimeter, The Age of AI, 2017. 

Fig. 3.1 AI timeline

Source: I-Com elaboration on Altimeter (2017)
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for seeing and classifying images based on objects, 
scenes, attributes and emotion.

 ■ Motor. The ability to move around and manipulate 
physical or virtual environments or communicate 
using gestures. Examples include robots and gestural 
or adaptive interfaces.

 ■ Auditory/Linguistic. The ability to listen selectively 
and communicate using written or spoken language. 
Examples include virtual personal assistants such as 
Alexa, Siri, Viv, Cortana, Natural Language Processing 
(NLP), machine translation and chatbots that 
communicate with the user and answer questions 
via speech or written text23. 

23 Ibidem

Therefore,	artificial	intelligence	can	be	seen	in	different	
cases	 and	 each	 case	 may,	 in	 turn,	 include	 sub-fields.	
Following are some examples of applications that are 
currently of considerable interest24:

 ■ Knowledge engineering. Knowledge engineering is 
a process to understand and then represent human 
knowledge in data structures, semantic models and 
heuristics (rules). This engineered knowledge can be 
embedded in applications to solve complex problems 
that are generally associated with human expertise. 
For example, IBM Watson Health uses engineered 
knowledge in combination with a corpus of 
information that includes over 290 medical journals, 
textbooks and drug databases to help oncologists 
choose the best treatment for their patients. 

 ■ Robotics. A robot is an autonomous mechanical 
device that can perform tasks and interact with 
the physical world. Robots may look humanoid, 
but most are designed to take a form that is 
more appropriate to their function. For example, 
manufacturing welding robots take the form of 
a large jointed arm. A driverless car is a robot 
because it is autonomous, and it obviously takes 
the form of an automobile. Enterprises mostly use 
robotics to automate repetitive tasks in controlled 
manufacturing environments for material handling, 
assembly processes and quality checks. However, 
as robotic technology advances, enterprises will be 
able to use it to automate a wider range of business 

24 Forrester, Artificial Intelligence: What’s Possible for Enterprises in 
2017, 2016
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processes, customer interactions or new product 
development. 

 ■ Speech recognition. Speech recognition technology 
converts the audio of spoken words to text that 
applications can use to take commands from humans 
(Apple’s Siri, Google’s Now or Amazon’s Echo), transcribe 
a conversation or participate in a conversation. For 
example,	Nuance	offers	a	speech	recognition	solution	
called Dragon Medical that integrates with major 
electronic health record (EHR) applications such as Epic 
Systems, Cerner, and eClinicalWorks to help doctors 
capture clinical narratives.

 ■ Natural language processing. NLP technology 
strives to understand the meaning of words in 
conversations and written text. The ultimate goal of 
NLP is to do this at scale – extract meaning expressed 
in language in libraries, on the Internet, and in billions 
of conversations taking place in every minute of every 
day. Today, enterprises can use NLP to analyze any 
text to extract topics, sentiments, meanings and 
knowledge.	A	large	financial	information	services	firm	
uses	NLP	to	monitor	social	media	and	financial	market	
news in real time to look for changes in sentiment 
that may signal an opportunity for its customers to 
buy	or	 sell	 a	financial	 tool.	 E-Commerce	 companies	
use NLP to analyze customer product reviews and 
then correlate it with star ratings to determine salient 
product features, quality issues and general sentiment 
toward the product and manufacturer. 

 ■ Natural language generation. NLG is the inverse of 
NLP. This technology strives to express information 

stored and modeled in software in natural language 
that humans can understand as if they were hearing or 
reading text written by a native speaker. Applications 
use NLG technology to speak or converse with 
humans. For example, intelligent digital assistants 
such as Amazon Alexa talk back to humans who ask 
them a question. Enterprises can use NLG to provide 
employee-less customer service agents such as 
Amelia from IPsoft and Watson Engagement Advisor 
from IBM. Enterprises can also use NLG to produce 
software-written narrative reports.

 ■ Image analysis. Image analysis is technology that 
strives to identify and understand what is seen – 
objects, people, and situations in static digital images 
and/or video – and assigns textual labels to identify 
objects and/or motion. For example, Lemon Tree 
Hotels in New Delhi uses NEC’s hotel face recognition 
system	to	alert	hotel	staff	when	VIPs	enter	the	lobby	
or	 security	 officers	when	 undesirable	 guests	 enter	
the hotel.

 ■ Machine learning. Machine learning is made up 
of tools, techniques and algorithms to analyze data 
that data scientists use to create predictive models 
or identify patterns in data. Machine learning is not 
a singular approach to analyzing data. There are 
dozens of specialized classes of algorithms that focus 
on	 specific	 problem	 domains.	 For	 example,	 some	
machine learning algorithms design personalized 
product recommendations for customers, while 
others predict customer behavior. Cognitive search 
technology uses machine learning to identify 
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recurring patterns in search results to make them 
increasingly relevant to customers over time.

 ■ Deep learning. Deep learning is a branch of machine 
learning	 that	 specifically	 focuses	 on	 algorithms	
that	 construct	 artificial	 neural	 networks	 inspired	
by biological neural networks formed in the brain. 
Today, all the Internet giants use it to analyze and 
predict online behavior, improve searches and label 
uploaded images. Other enterprises can experiment 
with deep learning to organize information and 
predict outcomes or to boost the accuracy of other 
AI building blocks, such as image analysis and speech 
recognition. AI researchers see a great potential 
in deep learning as it may evolve into a general-
purpose learning system similar to the human brain.

 ■ Sensory perception. Sensors measure and collect 
one or more physical properties of persons, places 
or things, such as location, pressure, humidity, 
touch, voice, etc. For example, GE’s Predix Asset 
Performance Management is an internet-of-things 
(IoT) application that uses sensory information 
from industrial equipment to build machine 
learning	models.	These	models	help	firms	optimize	
maintenance routines and predict equipment 
failures before they happen.

 ■ Cognition. This is computer science jargon for an 
application that performs exactly as it is programmed. 
Cognition occurs when an application is created that 
has a “mind” of its own, using acquired knowledge 
for problem-solving.

The	field	of	artificial	intelligence	is	undergoing	continuous	

development. The products and technologies are varied 
and highly advanced – from the latest generation digital 
assistants to self-driving cars (Table 3.1). High tech, 
automotive,	manufacturing	and	financial	services	are	and	
will be the main sectors involved, however, the disruptive 
effects	of	this	new	digital	frontier	will	concern,	and	in	part	
already concern, tourism, health and education. 

3.2. THE CURRENT STATUS AND TRENDS OF THE 

GLOBAL ARTIFICIAL INTELLIGENCE MARKET

Artificial	 intelligence	 is	 a	 technology	 that	 will	 deeply	
change	 all	 aspects	 of	 life.	 It	 is	 difficult	 to	 imagine	 any	
segment of society that will not be transformed by 
AI in the years to come. The number of potential AI 
applications is unlimited and bigger changes are on 
the horizon – the arrival of self-driving cars, automated 
drones for package delivery, health analytics and 
precision medicine, cybersecurity applications and 
cryptocurrencies, automated fraud detection, factory 
automated production processes, conversational 
interfaces, etc.25. It is estimated that worldwide spending 
on	 cognitive	 and	 artificial	 intelligence	 (AI)	 systems	 will	
reach $19.1 billion in 2018, an increase of 54.2% over 
the amount spent in 2017. With industries investing 
aggressively in projects that utilize cognitive/AI software 
capabilities, the International Data Corporation (IDC) 
forecasts cognitive and AI spending will increase to $52.2 

25 EU Commission, The Age of Artificial Intelligence. Towards a European 
Strategy for Human-Centric Machines, 2018. 



66

DATA-DRIVEN INNOVATION & Artificial Intelligence

billion in 2021 and achieve a compound annual growth 
rate (CAGR) of 46.2% over the 2016-2021 period (Fig. 3.3). 
Retail will overtake banking in 2018 to become the 
industry leader in terms of cognitive/AI spending. 
Retail	 firms	will	 invest	 $3.4	 billion	 this	 year,	 especially	
in automated customer service agents, expert 
shopping advisors and product recommendations and 
merchandising for omni channel operations. Most of the 
$3.3 billion spent by the banking industry will go towards 
automated threat intelligence and prevention systems, 
fraud analysis and investigation, program advisors and 
recommendation systems. Manufacturing will be the 

Tab 3.1 AI examples and areas of application

Source: I-Com elaboration 

Products and technologies Use and potentialities Relevant areas

Augmented reality Cross-Channel Insights, Language Translation, 3-D 
Maps, Virtual Shopping Tourism and Travel; Retail

Chatbots and intelligent 
agents

Customer Service and Customer Experience, Custom 
Products, Knowledge Management

Consumer electronics; Travel; Retail; B2B Sales; Legal 
services

Self-driving cars and 
drones Transport, Delivery, Quality Assurance, Safety Transportation and logistics; Oil and Gas; 

Manufacturing; Safety

Artificial vision (Imaging) Virtual Diagnostics, Trademark Management, Quality 
Assurance

Medicine; Health Management; Manufacturing; 
Architecture and Urban Planning; Retail; Food and 
Beverages; Safety

Machine Learning Predictive Analysis, Knowledge Management, 
Software Development

Town Planning; Financial and Legal services; Travel; 
Retail; Consumer Electronics; Health; Safety; Public 
Transport

Speech recognition and 
processing of natural 
language

Translation of Languages, Reading and Text 
Interpretation, Text Transcriptions

Digital Marketing; Customer Experience; Healthcare; 
Tourism and Travel; Risk Management; Legal Services

Robotics Automation of manual processes Safety; Manufacturing; Smart Home; Transportation; 
Healthcare

Virtual reality Teleconference, Gaming, Entertainment, Virtual 
Experiences

Retail; Games; Media and Entertainment; Healthcare; 
Manufacturing
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third largest industry for AI spending with $2.0 billion 
going towards a range of use cases including automated 
preventative maintenance and quality management 
investigation and recommendation systems. Finally, the 
healthcare sector will allocate most of its $1.7 billion 
investment to diagnosis and treatment systems (Fig. 
3.4). AI use cases that will see the largest investments 
in 2018 are: automated customer service agents ($2.4 
billion)	 with	 significant	 investments	 from	 the	 retail	
and telecommunications industries; automated threat 
intelligence and prevention systems ($1.5 billion) with 
the banking, utilities and telecommunications industries 
as the leaders; and sales process recommendation and 
automation ($1.45 billion) spending led by the retail 
and media industries. Three other use cases that will 
be sizeable in terms of global spending in 2018 are 
automated preventive maintenance, diagnosis and 

treatment systems and fraud analysis and investigation.
The use cases that will see the fastest spending growth over 
the 2016-2021 period are public safety and emergency 
response (75.4% CAGR), pharmaceutical research and 
discovery (70.5% CAGR), expert shopping advisors and 
product recommendations (67.3% CAGR), intelligent 
automated processing (62.5% CAGR) and sales process 
recommendation and automation (54.1% CAGR) (Fig. 3.5)26.
Investments in AI technologies will generate a lot of 
revenue. The rising tide of AI adoption across multiple 
industries	will	 drive	 significant	 growth	 during	 the	 next	
decade with the annual worldwide AI software revenue 
increasing from $3.2 billion in 2016 to $89.9 billion by 
2025 (Fig. 3.6). 

26	 Worldwide	 spending	 on	 Cognitive	 and	 Artificial	 Intelligence	
Systems will grow to $19.1 billion in 2018, according to New IDC 
Spending Guide, 2018. 

Fig. 3.4 Worldwide spending on Cognitive and AI Systems, by industry (billion $, 2018)

Source: I-Com elaboration on IDC data (2018)
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The higher revenues will result from the application 
of AI software for object detection and recognition 
(about	 $9	 billion)	 and	 image	 classification	 ($7.6	

billion). Healthcare applications such as patient data 
processing will exceed $7 billion in the 2016-2025 
period (Fig. 3.7). According to estimates by Tractica 

Fig. 3.5 Top use cases based on 5 years CAGR (2016-2021)

Source: IDC (2018)

Fig. 3.6 AI Software revenue, world market (million $, 2016-2025)

Source: Tractica (2017)
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(2018), revenues originating from AI software, 
hardware and services will reach $23.6 billion in 2018, 
driven mainly by the adoption of such applications in 

the business services, government, health, automotive 
and advertising sectors (Fig. 3.8).

Fig. 3.7 Top 10 use cases, cumulative revenue, world market (million $, 2016-2025)

Source: Tractica (2017)

Fig. 3.8 AI worldwide revenue, by industry (million $)

Source: Tractica (2018)
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3.2.1. The economic impact of AI 
The	economic	impact	of	AI	will	be	significant	and	opens	up	
many	opportunities	for	those	countries	and	firms	willing	to	
embrace it. A PwC research27 shows global GDP could be 
up to 14% higher in 2030 as a result of AI – the equivalent of 
an additional $15.7 trillion. The greatest gains from AI are 
likely to be in China (boost of up to 26% of GDP in 2030) and 
North America (a potential 14% boost). The biggest sector 
gains	will	be	in	retailing,	financial	services	and	healthcare.	
Another research conducted by Accenture28 estimates 
the economic potential of AI comparing two scenarios 
for	each	country	in	2035.	The	first	is	a	baseline	scenario,	
which shows the expected annual economic growth rate 
under current assumptions for the future. The second 

27 PwC, Sizing the prize. What’s the real value of AI for your business and 
how can you capitalise?, 2017. 

28 Accenture, Why Artificial Intelligence is the Future of Growth, 2016.

is the AI scenario, which shows expected economic 
growth once the impact of AI has been absorbed into 
the economy. It was found that AI would increase the 
annual growth rate of Gross Value Added (estimated to 
be very close to GDP) from 2.6% to 4.6% in the US. In the 
United Kingdom, the annual growth rate of GVA would 
rise from 2.5% (in the baseline scenario) to 3.9%. Japan 
could potentially triple its annual GVA growth rate by 
2035 and Finland, Sweden, the Netherlands, Germany 
and Austria could see their growth rates double (Fig. 3.9). 
Moreover, Accenture29 estimates that if companies invest 
in AI and in human–machine collaboration, they could 
boost revenues by 38% between 2018 and 2022 and they 
could also increase employment by 10%. In the healthcare 
sector, the digital transformation and investments 

29  Accenture, Reworking the Revolution, 2018. 

Fig. 3.9 The impact of AI on economic growth (%, 2035)

Source: Accenture (2016)
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in	 AI	 technologies	 could	 increase	 profits	 by	 49%	 and	
employment by 15%. Instead, in the telecommunications 
sector, revenues could be boosted by 46% and employment 
by	21%	while	in	the	financial	sector,	profits	could	increase	
by 32% and employment by 9% (Fig. 3.10). 
New	 technologies,	 such	 as	 artificial	 intelligence,	 are	
undoubtedly already transforming the world of work 
and it is probable that many jobs are at risk because of 
digitalization and automation (high-routine occupations 
will probably be eliminated). However, there has always 
been some kind of change in workplace required skills 
and knowledge throughout history – one need only think 
of the First Industrial Revolution – therefore, this is just 
another new era, which requires adaptation in training and 
development. Investing in skills is the key to success. It is 
very important to build partnerships between universities, 
research centers and industry and create multi-disciplinary 

educational paths where employees can learn new skills 
that include digital, legal and cybersecurity skills. Therefore, 
it	may	be	more	beneficial	to	focus	on	how	employees	can	
acquire the new skills which will be required for tomorrow’s 
jobs. Indeed, the main challenge is not the creation of new 
professional	figures,	but	the	adaptation	of	existing	ones	to	
the new eco-system of work.
According to Accenture30, on average, employers deem 
that only about a quarter (26%) of their workforce is 
ready for AI adoption. Nearly one in four cite resistance 
from the workforce as a key obstacle. However, 68% of 
highly skilled workers and nearly half (48%) of their lower 
skilled peers are positive about AI’s impact on their work. 
Overall, 67% of workers consider it important to develop 
their own skills to work with intelligent machines. 

30  Ibidem

Fig. 3.10 The impact of AI investments 

Source: Accenture (2018)
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3.3. THE ROLE OF HIGH PERFORMANCE 

COMPUTING

The expression High Performance Computing (HPC) 
identifies the usage of large power processing systems 
that are made up of a combination of a high number 
of processing nodes. HPC often refers to the individual 
computers in a cluster as nodes. The point of having 
a HPC system is so that the individual nodes can 
work together to solve a problem larger than any one 
computer can easily solve. The nodes need to be able 
to talk to one another in order to work meaningfully 
together. Depending on the architecture chosen, 
these nodes can be individually composed processors 
or come from real independent computers connected 
to each other in networks at high speed.
There are two approaches to develop a HPC system:
1. Cluster Computing (or Single Instruction Multiple 

Data) combines the processing capacity of a set 
of computers that can, however, also operate 
independently;

2. Massive Parallel Processing (or Multiple Instruction 
Multiple Data) combines the power of tens or 
hundreds of processors that are physically placed 
in a physical system.

Therefore, HPC generally refers to the practice of 
aggregating computing power so as to deliver a much 
higher performance than one from a typical desktop 
computer or workstation in order to solve large 
problems in science, engineering or in business. 
Therefore, HPC solutions can handle vast volumes of data 

with ease and can extensively support high performance 
data analysis. Moreover, these solutions can provide for 
a faster processing of data with higher accuracy. These 
benefits	offered	by	HPC	solutions	have	further	propelled	
the adoption of these solutions across industry verticals. 
However,	 concerns	 related	 to	data	 security	may	 affect	
the adoption rate of these solutions.
The main applications of these very powerful systems 
include scientific research, technical planning, 
simulation of complex realities, analysis of large 
amounts of data and machines learning31. 
According to the White Paper “The Business Value 
of Leading-Edge High Performance Computing”, by 
HYPERION RESEARCH (2017), “HPC’s value for business, 
government and academic users will ramp up further 
as a uniquely powerful resource for Big Data analytics, 
including machine learning, deep learning and other AI 
methods. It should be no surprise that businesses and 
other leading organizations in a wide range of sectors 
are striving to out, compete their rivals by using HPC 
to out-compute them not just by exploiting HPC, but by 
deploying the highest-capability, highest-capacity HPC 
systems available in the market place. HPC problems 
with the highest value for user organizations, including 
new Big Data analytics problems, also tend to be the 
most technically challenging. They typically require 
leading-edge supercomputers: systems with prodigious 
memory capacities, processing and communication 
rates to produce verifiable results in needed timeframes. 

31 https://www.cwi.it/data-center/high-performance-computing-
hpc/cose-lhigh-performance-computing-hpc-83881
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Leading-edge supercomputers can reduce time-to-value 
for daunting simulation problems from months to hours, 
and slash solution times for today’s most demanding Big 
Data problems, including emerging AI, machine and deep 
learning tasks, from a week or more to as little as 50-150 
milliseconds.”
HPC is able to provide a high Return on Investment 
for businesses32. Most of the companies using HPC 
find it indispensable for its competitive advantage. 
Companies used to innovation build HPC models 
of their products or services, or streamline their 
operations33. Cars, aircraft, engines, medications are 
all designed with the help of HPC. Complex financial 
transactions or oil field simulations are managed using 
HPC-based techniques. As well, SMEs are increasingly 
using HPC to innovate and create new markets.
According to the EU Commission34 “HPC is critical for 
industries that rely on precision and speed, such as 
automotive and aviation and the health sector. Access to 
rapid simulations carried out by ever-improving super 
computers can be the difference between life and death; 
between new jobs and profits or bankruptcy. Hospitals 
in Germany use HPC to avoid last-minute decisions 
during childbirth, while analysis of 3D brain imaging 
through HPC has allowed for much earlier diagnosis of 
disease. HPC has enabled car makers to develop new 
vehicle platforms in 2 years rather than 5 years, saving 

32 https://www.hpcwire.com/2015/11/18/hpc-roi-invest-a-dollar-to- 
make-500-plus-reports-idc/

33 For more information, see http://www.prace-ri.eu/IMG/pdf/prace 
_-_the_scientific_case_-_full_text_-.pdf

34 http://europa.eu/rapid/press-release_IP-12-139_en.htm

the European car industry up to €40 billion. 97 % of 
the industrial companies that employ HPC consider it 
indispensable for their ability to innovate, compete and 
survive”35. 
According to some estimates, the global HPC market is 
expected to grow from USD 32.11 billion in 2017 to USD 
44.98 billion by 2022, at a Compound Annual Growth 
Rate (CAGR) of 7.0% during the forecast period. It was 
estimated that North America had the largest market 
share in 2017 and the trend is likely to continue during 
the forecast period. The growing adoption of HPC 
solutions and services in SMEs and large enterprises 
is driving the HPC market growth in this region, and, 
as well, increasing regulatory requirements have also 
significantly	 driven	 the	US	HPC	market.	On	 the	 other	
hand,	 the	 HPC	 market	 in	 the	 Asia-Pacific	 region	 is	
expected to witness an exponential growth and is 
projected to be one of the fastest growing regions in 
the global HPC market in the future36. Other estimates 
reported that the worldwide revenue of the HPC server 
supercomputer segment is expected to generate $5.4 
billion in 2021, up from $3.2 billion in 2015. Instead, 
in 2021, the departmental segment should reach $4.3 
billion in revenues (Fig. 3.11).

35 For more information, see COMMUNICATION FROM THE 
COMMISSION TO THE EUROPEAN PARLIAMENT, THE COUNCIL, 
THE EUROPEAN ECONOMIC AND SOCIAL COMMITTEE AND THE 
COMMITTEE OF THE REGIONS, High-Performance Computing: 
Europe’s place in a Global Race, Brussels, 15.2.2012 COM (2012) 
45	final.	

36 ht tps : / /www.reportbuyer .com/product/3607622/h igh-
performance-computing-market-by-component-and-services-
deployment-type-organizat ion-s ize-server-pr ice-band-
application-area-and-region-global-forecast-to-2022.html
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3.4. THE IMPACT OF AI ON FINANCE AND THE   

HEALTHCARE: OPPORTUNITIES AND RISKS

3.4.1. The impact of AI on the healthcare system 
Artificial	 intelligence	 is	 making	 valuable	 contributions	 to	
medical practices and has the potential to help doctors 
improve their diagnoses, forecast the spread of diseases 
and	customize	treatment.	Artificial	intelligence	is	well	known	
for advancing “precision medicine”, an emerging approach 
to disease treatment and prevention that takes into account 
individual variability in genes, environment and lifestyle. 
Now, thanks to cognitive computers, it is possible to make 
an early and precise diagnosis and so identify a lifesaving 
therapy much faster than traditional methods where the 
patient’s genetic data is manually examined. 
Another advance in healthcare through the use of AI is 

the ability to mine information that is held in electronic 
medical	 records.	 Moreover,	 artificial	 intelligence	
combined with healthcare digitization is also helping to 
speed up telemedicine as well as transform how we treat 
chronic diseases that account for a large share of health-
care budgets37.
Finally, AI and robotics will open up new opportunities and 
will free up clinicians for other types of work that will enable 
them to spend more meaningful time with their patients. 
As shoown in paragraph 3.1.1, there are multiple 
applications of AI (see table 3.2 for AI applications in 
healthcare), from sensors and IoT devices, to more 
complex systems that applying to natural language 
processing and machine learning. 

37 McKinsey Global Institute, Artificial Intelligence: the Next Digital 
Frontier, 2017

Fig. 3.11 Revenue from high performance computing (HPC) server market worldwide, by segment (billion $)

Source: Statista (2018)
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Tab 3.2 AI applications in Healthcare

Source: I-Com elaboration on various sources 

Virtual Assistants normally describe personnel who can provide remote and instant support for all kinds of business service, such as expert 
technical help, administrative support or creative suggestions. 

Example

Nuance software is an example of an AI based virtual assistant program that can enable conversational dialogues with patients and clinicians. 
Its purpose is to augment interactions between patients and clinicians, thus improving the patient experience and reducing physician 
workload.

Chatbots	are	programs	that	engage	in	conversation	with	humans	and	have	been	around	for	some	time.	Amongst	the	first	of	these	was	a	
program called ELIZA written in the 1960s that simulated conversation with a psychotherapist. Chatbots have improved enormously in recent 
years and are now used in many online decision support domains. They are all available online, and have many uses, including diagnostic 
support by checking patient symptoms, safe drug advice systems and nursing support. 

Example

Your.MD is a free online AI assistant to enable users to get self-help that covers diagnostic support, safe health information, location of GPs, 
and so on.

Healthcare Monitoring devices that use AI techniques are now in widespread use. They can be used as remote patient monitoring for health 
indicators, such as post-operation heart activity, patient weight and so on. Wearable devices, similar to wristwatches, such as those of FitBIT 
commercial	fitness	trackers,	are	now	commonly	used.	AI	can	be	used	to	remotely	determine	patient	treatment	plans	or	alerts	to	provide	the	
user with any concerns. Wearable devices can monitor information related to health and wellbeing, such as the number of steps walked or the 
number of calories burned. This could be important to patients seeking to lose weight. AI can then interpret this information to give people 
greater access to knowledge about their physical condition and, thus, encourage patient lifestyle changes.

Drug Discovery. Machine learning algorithms are now being used with some success to reduce drug discovery times. Developing pharmaceu-
ticals through clinical trials is very time consuming – often taking more than a decade – and cost billions of dollars. Using AI to replace parts of 
the drug discovery process can be faster, cheaper and safer. Whilst AI cannot completely eliminate all the stages involved in drug discovery, it 
can	help	with	stages	like	finding	new	compounds	that	could	be	potential	drugs.	It	can	also	help	to	find	new	uses	for	previously	tested	
compounds

Example 

1. During the West African Ebola 2014 virus outbreak, a program powered by AI was used to scan existing medicines that could be redesig-
ned	to	fight	the	disease.	Two	drugs	were	found	to	reduce	infectivity	in	one	day,	when	analysis	of	this	type	generally	takes	months	or	years	
–	a	difference	that	could	mean	saving	thousands	of	lives.

2. The	pharmaceutical	company	Pfize,	announced	in	2016	a	collaboration	that	will	utilize	IBM	Watson	for	Drug	Discovery.	Pfizer	is	using	
IBM’s	AI	technology	in	its	immuno-oncology	research	system	to	help	fight	cancer	by	discovering	new	drugs.

Robotic surgery allows surgeons the means to manipulate agile robotic limbs in order to perform surgery with precision accuracy in tight 
spaces (and with less tremors) than would be possible by the human hand alone. While not all robotic surgery procedures involve machine 
learning,	some	systems	use	computer	vision	to	identify	distances,	or	a	specific	body	part.	In	addition,	machine	learning	is	in	some	cases	used	
to steady the motion and movement of robotic limbs when taking directions from human controllers.

For	more	information,	see	https://www.bbvaopenmind.com/en/the-impact-of-artificial-intelligence-in-healthcare/
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Some	 of	 these	 artificial	 intelligence	 applications	 are	
exercising a considerable impact on eight “areas of 
healthcare ecosystem” – Keeping well, Early detection, 
Diagnosis, Decision-making, Treatment, End-of-Life 
Care, Research and Training38,39. 
1. Keeping well. The use of AI and the Internet of 

Medical Things in consumer health applications 
helps people manage their own health and keeps 
them well. These applications encourage healthier 
behavior in individuals and help with the proactive 
management of a healthy lifestyle. Additionally, AI 
increases the ability for healthcare professionals 
to better understand the day-to-day patterns and 
needs of the people they care for, and with that 
understanding they are able to provide better 
feedback, guidance and support for staying healthy. 

2. Early detection. AI, the use of wearables and other 
devices can be applied to detect diseases such as 
cancer, or to monitor cardiac diseases at a very early 
stage, enabling doctors and other caregivers to better 
monitor and detect potentially life-threatening episodes 
at earlier, more treatable stages. 

3. Diagnosis.	 AI	 is	 being	 implemented	 across	 different	
hospitals worldwide to solve issues of misdiagnoses. 
AI has the ability to process information much faster 
than	any	human	can,	 thus	 increasing	efficiencies	and	
accuracy.

4. Decision-making. The innovation of predictive analytics 

38 PWC, What doctor? Why AI and robotics will define New Health, 2017
39 PWC, Sherlock in Health, how artificial intelligence may improve 

quality and efficiency, whilst reducing healthcare costs in Europe, 
2017

and the alignment of big health data with the appropriate 
and timely decisions will support clinical decision-
making and deliver administration priorities and actions. 
AI technologies can ingest, analyze and report on large 
volumes	of	data,	across	different	modalities,	to	detect	
disease	and	offer	guidance40. 

5. Treatment. AI can help clinicians take a more 
comprehensive approach for disease management, 
better coordinate care plans and help patients to 
better manage and comply with their long-term 
treatment programs. Moreover, robotics is being widely 
used in healthcare, from surgery to supporting self-
management of patients with long term conditions and 
for treating psychological conditions. 

6. End-of-life care. Robots have the potential to 
revolutionize end-of-life care, allowing people to 
remain independent for longer, reducing the need 
for hospitalization, caregivers and care homes by 
performing routine tasks such as taking vital signs 
and prompting for medication. AI combined with the 
advancements in humanoid design are enabling robots 
to go even further and have ‘conversations’ and other 
social interaction with people, keeping ageing minds 
sharp and solving problems of loneliness and isolation.

7. Research. Applications of AI are increasingly applied 
in drug research and discovery. Players in the 
biopharmaceutical industry are looking toward AI to 
speed up drug discovery, decrease failure rates in drug 

40 Sobia Hamid (The Babraham Institute, University of Cambridge), 
The Opportunities and Risks of Artificial Intelligence in Medicine and 
Healthcare, 2016
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trials and eventually create better medicines. Moreover, 
AI	has	the	potential	to	significantly	cut	both	the	time	to	
market for new drugs and their costs, not only for the 
labs which develop the drugs, but for those people 
whose health depends on them.

8. Training. The use of AI in healthcare improves training of 
healthcare professionals through providing realistic and 
accurate simulations, thus increasing comprehension 
and skills. 

PWC (2017) conducted a survey on a sample of 
individuals (potential patients) to analyze the perception 
of	artificial	 intelligence	in	healthcare.	According	to	36%	
of	respondents,	thanks	to	artificial	intelligence	access	to	
healthcare would be easier and quicker for more people. 
Moreover, advanced computers/robots with AI can 
make a diagnosis faster and more accurate (according 
to 33% of respondents) and will make better treatment 
recommendations (29%). For 29% of respondents, 
another big advantage consists in the possibility to have 
their own healthcare specialists available at any time. 
It is also of note that many respondents felt that there 
would be fewer mistakes (21%) and more accuracy 
(19%). On the other hand, there are still obstacles that 
must	be	overcome	in	order	to	to	fully	develop	artificial	
intelligence in healthcare. The lack of trust (47%) and the 
human element (41%) are the primary reasons for doubts 
concerning the use of AI enabled or robotic services. 
Accuracy is important to maintain trust in these new 
technologies. A probable lack of trust in AI systems may 
significantly	 impinge	 on	 the	 adoption	 of	 technologies	
that	 may	 otherwise	 offer	 significant	 improvements	 in	

patient outcomes. Trust can be gained through greater 
transparency in how results are achieved, as well as 
adopting some best practices that increase transparency 
and the level of information provided to patients relative 
to data processing and avoid collecting an amount of 
data greater than is required to use AI models. Moreover, 
for 40% of potential patients, only a doctor or human 
healthcare professional can make the right decisions for 
health treatment/procedures. Many respondents (32%) 
do not understand this kind of technology well enough to 
decide	if	it	can	be	beneficial	or	not.	Moreover,	according	
to 17% of respondents, it is too complicated for people 
to access and use this kind of technology. Finally, many 
potential patients (17%) do not see how this kind of 
technology can do a better job than a human.

3.4.2. Global healthcare AI market
Innovation in clinical research and robotic personal 
assistants	 should	drive	healthcare	 artificial	 intelligence	
market growth. Moreover, big data analytic applications 
in healthcare are growing at a tremendous speed and 
the increasing volume of healthcare data results in 
a	 growing	 need	 for	 artificial	 intelligence	 technology	
to perform data mining and accelerate the speed of 
healthcare delivery services.41

According to Frost & Sullivan (2016), the global market of 
AI in healthcare was valued at $633.8 million in 2014 and 
is expected to reach $6,662.2 million by 2021, at a CAGR of 
40% (Fig. 3.12). 

41 https://www.gminsights.com/industry-analysis/healthcare- 
artificial-intelligence-market
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Five	 categories	 of	 artificial	 intelligence,	 according	 to	
Tractica (2017), will result in higher revenues, especially 
regarding tools supporting medical image analysis 
and virtual assistants for patients. The worldwide 
revenue from technologies for medical image analysis 
is expected to reach about $1,600 million by 2025 
while the global revenues of virtual assistant apps 
could exceed $1,200 million by 2025 (Fig. 3.13). 
Rising	applications	of	artificial	 intelligence	 in	medical	
imaging has improved cancer diagnosis at a very early 
stage compared to radiology. It utilizes deep learning 
techniques providing extraordinary performance for 
pattern recognition leading the way to become a game 
changer in the imaging and diagnosis industry.
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Fig. 3.12 Global market of AI applications in healthcare 
2014 vs. 2021 (million $)

Source: Frost & Sullivan, 2016

Fig. 3.13 Top	five	artificial	intelligence	use	case	revenues	–	World	Market	(million	$)

Source: Tractica, 2017
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According to a recent research by Global Market Insights42, 
the	country	that	should	see	the	greatest	growthinf	artificial	
intelligence technologies in healthcare is China. The 
Chinese market should witness more than 45% CAGR over 
the forecast years, driven by advances in big data analytics 
and	growing	applications	of	artificial	intelligence	technology	
in the healthcare sector and also by favorable government 
initiatives	 to	 improve	 healthcare	 by	 harnessing	 artificial	
intelligence technology. The Asian giant is followed by the 
United States, that see estimates of growth at 35% CAGR 
and with a market share of $325 million in 2016. Even in 
this case, the adoption of novel healthcare technologies 
such as big data analytics and government initiatives will 
drive industry growth. Among the European countries, 
the	UK	is	slated	to	drive	the	European	healthcare	artificial	
intelligence market with target revenue set to exceed $800 
million by 2024. The business environment has fostered 
start-ups over the past few years. The accelerated R&D 
pace	 in	 the	 field	 of	 genomics	 using	 artificial	 intelligence	
should also fuel industry expansion.

3.4.3. The role of AI in financial services
Financial institutions are becoming aware of the potential 
of AI and they are beginning to explore how these new 
technologies can decrease costs, increase revenue, 
reduce	fraud	and	improve	product	offerings	and	enhance	
customer experiences. 
Financial service organizations realize they have a head 
start	with	the	application	of	artificial	intelligence,	since	they	

42  Ibidem

have large data sets and experience with analytical tools.
Banks and credit unions are using AI algorithms to assist 
with a variety of internal and customer-facing processes. 
What is helpful is that consumers indicate they are willing 
to share personal information if there is a value trade-
off.	According	to	Accenture,	“67%	of	customers	will	grant	
banks access to more personal data, but 63% want more 
tailored advice, and the same number demand priority 
services, such as expedited loan approvals or a monetary 
benefit,	such	as	more	competitive	pricing,	in	return	for	the	
information they share”43. There are several AI applications 
based on machine learning, cognitive computing and 
natural language processing within banking (Fig. 3.14)44: 

43 https://thefinancialbrand.com/67498/artificial-intelligence- 
ai-banking-trends/

44 Ibidem
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Fig. 3.14 AI	applications	in	financial	services	

Source: Efma, 2017
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 ■ fraud detection. AI has the ability to identify fraudulent 
behavior while it is happening, as well as identify what 
the next pattern of suspicious behavior will be. Location 
data can assist with this process;

 ■ meeting regulatory requirements. Technology 
can be used to ensure that regulatory requirements 
are met and that data is kept with monitoring done 
on	a	real-time	basis.	This	allows	issues	to	be	flagged	
a lot sooner;

 ■ lowering costs and increasing revenue.	The	benefits	
of engaging with customers in a more automated and 
intelligent	way	offers	significant	cost	savings;

 ■ improving the customer experience. AI provides the 
opportunity for improved and faster decision making 
by deriving deep and actionable insights (e.g. customer 
behavior patterns). Some of these interactions will 
be with new voice or chatbot technology while other 
applications will be behind the scenes, supporting 
marketing communication;

 ■ boost customer engagement.	 Artificial	 intelligence	
will assist in the creation of customized and intelligent 
products and services, with new features, more 
intuitive interactions (e.g. speech) and advisory skills 
(e.g.	personal	financial	management).	

According to a survey conducted jointly by Efma and 
Deloitte45 in February 2017 in order to better understand 
the	 present	 sentiment	 and	 future	 vision	 of	 the	 financial	
services	on	Artificial	Intelligence	technologies,	65%	of	C-level	
executives	 answered	 that	 artificial	 intelligence	 will	 have	

45 Deloitte and Efma, AI and you Perceptions of Artificial Intelligence 
from the EMEA financial services industry, 2017

the greatest impact on the customer service, while 52% of 
respondents	believe	that	artificial	intelligence	applications	
will	revolutionize	the	back	office	/	operations.	Other	parts	
of	 the	 value	 chain	 interested	 in	 the	 artificial	 intelligence	
revolution	will	be	financial	advisors	(42%),	fraud	detection	
(31%) and risk management (29%) (Fig. 3.15). 
Accenture’s recent research, Banking Technology Vision 
2017, also found that 79% of bankers agree that AI will 
revolutionize the way they gain information from and interact 
with customers; 29% believe it is extremely important to 
offer	their	products/services	through	centralized	platforms/
assistants or messaging bots; 76% believe that in the next 
three years, the majority of organizations in the banking 
industry will deploy AI interfaces as their primary point 
for interacting with customers; and 71% believe that AI 
is capable of becoming the face of their organization 
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Fig. 3.15 Part of the value chain where AI will have the 
greatest impact (% of respondents)

Source: Deloitte and Efma (2017)
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or brand. Therefore, banks are focusing on several AI-
related technologies to move forward and they expect to 
invest extensively over the next three years, especially in 
embedded AI solutions (40%), Computer Vision (40%) and 
Machine Learning (38%), Natural Language Processing (37%) 
and Robotic Process Automation (34%)46.
Moreover, another survey conducted by PwC47 on several 
dozen	 professionals	 working	 in	 the	 financial	 sector	 in	
the	 United	 States	 shows	 that	 financial	 institutions	 are	
exploring more advanced automation tools, especially 
advanced versions of process automation software, such 
as IPA (intelligent process automation). 27% of institutions 
are carrying out an educational process for the use of 
IPA while only 9% – for the moment – have IPA bots in 
production (Fig. 3.16). 

46 Accenture, Banking Technology Vision 2017, 2017. 
47 PwC, Top financial services issues of 2018, 2017

3.5. A COMPARISON BETWEEN THE UNITED STATES 

AND CHINA

Globally, the United States, especially in the past years, 
has dominated the scene, with an increasing number 
of startups focusing on AI. In the last year, this trend 
seems to have changed and China could become the 
world leader in the near future. Chinese companies 
are surpassing their American counterparts in AI 
patent applications. Based on basic keyword searches 
of title and abstract, AI-related patent publications in 
China are surging far ahead of patents being published 
in these spaces by the US Patent and Trademark 
Office.	 In	deep	 learning	and	AI,	 for	example,	patents	
published in China are about 6 times more than in 
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Fig. 3.16 The development of intelligent process 
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Fig. 3.17 Deep Learning patent publications in China 
and the US

Source: PwC (2017) Source: CB Insight
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the US (Fig. 3.17, 3.18). Two prominent technologies 
fueling China’s AI growth are facial recognition and 
AI chips. The former advances the government’s 
ambitious country-wide surveillance plans, while the 
latter is a direct challenge to US-made chips. 48 The 
United States still dominates in terms of number of 
machine learning patent publications (Fig. 3.19). 
Instead, Europe lags behind the US and China on 
patent lodging and investment. Over the interval 2002-
2015, while the number of ICT patents increased by as 
much as 50% in China, average lodgings in the EU28 
actually decreased over the same period. Moreover, 
European companies are investing in AI, but, overall, 
Europe is behind in external AI investment, which 
totaled $3 to $4 billion in 2016, compared with $8 

48 CB Insight, Top AI Trends to watch in 2018, 2017.

to $12 billion in Asia and $15 to $23 billion in North 
America. Although some big European companies are 
investing in AI (ABB, Bosch, BMW, Siemens), internal 
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corporate investments in AI were also much lower in 
Europe in 201649. 
Although China produces a large number of widely 
cited AI-related papers, it does not yet have the 
same kind of vibrant AI ecosystem as the United 
States, which has produced substantially more AI 
startup companies than China. The US ecosystem 
is large, innovative and diverse (including research 
institutions and universities as well as private 
companies)50. Research firm CB Insights recently 
released its 2018 “A.I. 100,” a list of the most 

49 McKinsey, 10 imperatives for Europe in the age of AI and automation, 
2017.

50 McKinsey, Artificial intelligence: implications for China, 2017. 

promising AI startups globally and this list shows that 
77% of the 100 startups are US based (Fig. 3.20). Most 
of the US startups operate in the cybersecurity sector 
(12%), healthcare (9%), Fintech and insurance (8%) 
and robotics (8%). Moreover, 12% of US startups have 
their core business in AI (Fig. 3.21). 

3.5.1. The US government plan
The US government has invested in AI research for many 
years. On 3 May, 2016, the government announced the 
setting up of a new NSTC Subcommittee on Machine 
Learning	 and	 Artificial	 intelligence	 to	 help	 coordinate	
Federal activity in AI. This Subcommittee, on 15 June, 
2016, directed the Subcommittee on Networking and 

Fig. 3.21 US AI startups, by industry

Source: I-Com elaboration on CB Insight
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Information Technology Research and Development 
(NITRD)	 to	 create	 a	 National	 Artificial	 Intelligence	
Research and Development Strategic Plan51. A NITRD 
Task	 Force	 on	 Artificial	 Intelligence	 was	 then	 formed	
to	 define	 the	 Federal	 Strategic	 Priorities	 for	 AI	 R&D.	
This	 National	 Artificial	 Intelligence	 R&D	 Strategic	 Plan	
establishes a set of objectives for federally-funded AI 
research, both research occurring within the government 
as well as Federally-funded research occurring outside 
of the government, such as in academia. The ultimate 
goal of this research is to produce new AI knowledge and 
technologies	 that	 provide	 a	 range	 of	 positive	 benefits	
to society, while minimizing the negative impacts. The 
AI	 R&D	 Strategic	 Plan	 identifies	 some	 priorities	 and	
seven strategies to achieve the ultimate goal and the full 
development of AI (Tab. 3.3). 
Strategy 1 underlines that one of the most important 
priorities is for sustained long-term research in AI to 
drive discovery and insight. Many of the investments 
made by the US Federal government in high-risk, high-
reward fundamental research has led to revolutionary 
technological advances that we depend on today, 
including the Internet, GPS, smartphone speech 
recognition, heart monitors, solar panels, advanced 
batteries, cancer therapies and much, much more. Thus, 
to maintain a world leadership position in this area, the 
United States must focus its investments on high-priority 
fundamental and long-term AI research.
According to Strategy 2, fundamental research is needed 

51 https://www.nitrd.gov/PUBS/national_ai_rd_strategic_plan.pdf

to	develop	effective	methods	 for	human-AI	 interaction	
and collaboration and AI systems augmenting and 
enhancing human capabilities to make the human-
machine relationship secure and helpful. 
As with most transformative technologies, AI presents 
some risks in several areas, from jobs and the economy 
to safety, ethical, and legal questions. Thus, as AI science 
and technology develop, the federal government must 
also invest in research to better understand what 
the implications are for AI for all these realms, and to 
address these implications by developing AI systems that 
align with ethical, legal and societal goals, as outlined in 
Strategy 3.
A critical gap in current AI technology is a lack of 
methodologies to ensure the safety and predictable 
performance of AI systems. Ensuring the safety of 
AI systems is a challenge because of the unusual 
complexity and evolving nature of these systems. 
Strategy 4 emphasizes the need for explainable and 
transparent systems that are trusted by their users, 
perform in a manner that is acceptable to the users, 
and can be guaranteed to act as the user intended. The 
complexity of AI systems makes it critically important 
to invest in research that increases the security and 
control of AI technologies. Strategy 5 calls on the federal 
government to invest in shared public datasets for AI 
training and testing in order to advance the progress of 
AI research, while Strategy 6 discusses how standards 
and	benchmarks	can	focus	on	R&D	to	define	progress,	
close	 gaps	 and	 drive	 innovative	 solutions	 for	 specific	
problems and challenges. Finally, according to Strategy 
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7,	 the	 nation	 should	 take	 action	 to	 ensure	 a	 sufficient	
pipeline of AI-capable talent52. 
The AI R&D Strategic Plan closes with two 
recommendations.	The	first	recommendation	consists	
in developing an AI R&D implementation framework 
to identify S&T opportunities and support effective 
coordination of AI R&D investments, applying Strategies 
1-6 of the plan. The second recommendation requests 

52  Ibidem

the study of the national landscape for creating and 
sustaining a healthy AI R&D workforce, found in Strategy 
7 of the plan.
Recently, the Trump administration announced a new 
Select Committee of federal leaders to coordinate 
research in AI, that would help foster greater public-
private collaboration on advances in AI technology53. 
The main issues addressed during the 2018 White 

53 https://www.whitehouse.gov/wp-content/uploads/2018/05/
Summary-Report-of-White-House-AI-Summit.pdf

Tab 3.3 US AI R&D Strategic Plan

Source: https://www.nitrd.gov/PUBS/national_ai_rd_strategic_plan.pdf

Strategy 1 Make long-term investments in AI research. Prioritize investments in the next generation of AI that will drive discovery and 
insight and enable the United States to remain a world leader in AI.

Strategy 2
Develop	effective	methods	for	human-AI	collaboration.	Rather	than	replace	humans,	most	AI	systems	will	collaborate	with	
humans	to	achieve	optimal	performance.	Research	is	needed	to	create	effective	interactions	between	humans	and	AI	
systems.

Strategy 3
Understand and address the ethical, legal and societal implications of AI. We expect AI technologies to behave according to 
the formal and informal norms to which we hold our fellow humans. Research is needed to understand the ethical, lega, and 
social implications of AI, and to develop methods for designing AI systems that align with ethical, legal and societal goals.

Strategy 4
Ensure the safety and security of AI systems. Before AI systems are in widespread use, assurance is needed that the systems 
will	operate	safely	and	securely,	in	a	controlled,	well-defined	and	well-understood	manner.	Further	progress	in	research	is	
needed to address this challenge of creating AI systems that are reliable, dependable and trustworthy.

Strategy 5
Develop shared public datasets and environments for AI training and testing. The depth, quality and accuracy of training 
datasets	and	resources	significantly	affect	AI	performance.	Researchers	need	to	develop	high	quality	datasets	and	envi-
ronments and enable responsible access to high-quality datasets as well as to testing and training resources.

Strategy 6
Measure and evaluate AI technologies through standards and benchmarks. Essential to advancement in AI are standards, 
benchmarks, testbeds and community engagement that guide and evaluate progress in AI. Additional research is needed to 
develop a broad spectrum of evaluative techniques.

Strategy 7
Better understand the national AI R&D workforce needs. Advances in AI will require a strong community of AI researchers. An 
improved	understanding	of	current	and	future	R&D	workforce	demands	in	AI	is	needed	to	help	ensure	that	sufficient	AI	
experts are available to address the strategic R&D areas outlined in this plan
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House Summit on AI for American industry included: AI 
R&D, workforce development, regulatory barriers to AI 
innovation	and	AI	sector-specific	applications.	
The Trump Administration has prioritized funding 
for fundamental AI research and computing 
infrastructure, machine learning and autonomous 
systems. President Trump’s FY2019 Budget Request 
was the first in history to designate artificial 
intelligence and autonomous and unmanned 
systems as Administration R&D priorities.
The Trump Administration is supporting the 
creation of new American industries by removing 
regulatory barriers to the deployment of AI-powered 
technologies, such as: 

 ■ in September 2017, the Department of Transportation 
released an update of the 2016 Federal Automated 
Vehicles Policy, providing non-regulatory guidance 
to automated vehicle developers to allow the safe 
integration of driverless cars onto American roadways;

 ■ in October 2017, President Trump signed a Presidential 
Memorandum to permit states and municipalities 
to conduct innovative commercial and public drone 
operations currently prohibited under FAA regulations;

 ■ in	April	2018,	the	FDA	approved	the	first	ever	AI-based	
device for medical diagnostics to detect diabetic 
retinopathy, the leading cause of blindness among 
working-age Americans. 

Moreover, the Trump Administration has taken the 
following actions to upskill workers:

 ■ in June 2017, President Trump signed an 
Executive Order establishing industry-recognized 

apprenticeships and creating a cabinet-level Task 
Force on Apprenticeship Expansion;

 ■ in September 2017, President Trump signed a 
Presidential Memorandum prioritizing high-quality 
Science, Technology, Engineering and Math (STEM) 
education,	 specifically	 focusing	 on	 computer	 science	
education and committing $200 million in grant funds 
that were matched by a private industry commitment 
of $300 million.

Finally, the Trump Administration is also pursuing 
international AI R&D collaboration through 
agreements such as the first-ever Science and 
Technology (S&T) agreement between the 
United  States  and  the  United  Kingdom	 and	 the	
March Joint Statement between the United States 
and France on S&T cooperation. 

3.5.2. China’s Strategy
The	“Next	Generation	Artificial	Intelligence	Development	
Plan,” announced by China’s State Council in July 
2017, called for China to catch up on AI technology 
and applications by 2020, and to become a global 
AI innovation hub by 2030. The aim of the plan is to 
develop a regulatory environment to both encourage AI 
development and to mitigate the potential AI downsides. 
The Table 3.4 shows the main goals of China for 2020, 
2025 and 2030.
By 2020 China will have achieved important progress 
in a new generation of AI theories and technologies 
(big data intelligence, cross-medium intelligence, 
swarm intelligence, hybrid enhanced intelligence 
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and autonomous intelligence systems) and will have 
achieved iconic advances in AI models and methods, 
core devices, high-end equipment and foundational 
software. The AI development environment will be 
further optimized, opening up new applications in 
important domains, gathering a number of high-
level personnel and innovation teams and initially 
establishing AI ethical norms, policies and regulations 
in some areas. By 2025, a new generation of AI theory 
and technology systems will be initially established, 
as AI with autonomous learning ability achieves 
breakthroughs in many areas to obtain leading research 
results. China will have seen the initial establishment 
of AI laws and regulations, ethical norms and policy 
systems, and the formation of AI security assessment 
and control capabilities. By 2030, China’s AI should 
achieve world-leading levels, making China the world’s 

primary AI innovation center. The country will achieve 
major breakthroughs in brain-inspired intelligence, 
autonomous intelligence, hybrid intelligence, swarm 
intelligence, and other areas, with an important 
impact in the domain of international AI research and 
occupying the commanding heights of AI technology, 
also in the industry sector. AI should be deepened 
even more and further expanded into production 
and livelihood, social governance, national defense 
construction and in all aspects of applications. Finally, 
China will have established a number of world-leading 
AI technology innovation and personnel training 
centers and will have drawn up more comprehensive 
AI laws and regulations and ethical norms and policy 
systems54.

54 https://chinacopyrightandmedia.wordpress.com/2017/07/20/a-next-generation- 
artificial-intelligence-development-plan/

Tab 3.4 Main goals of China’s AI Development Plan

Source:	EU	Commission,	The	Age	of	Artificial	Intelligence.	Towards	a	European	Strategy	for	Human-Centric	Machines	(2018)

2020 2025 2030

Develop the next generation of AI technolo-
gies on big data, swarm intelligence, hybrid 
enhanced intelligence and autonomous
intelligence systems

Make AI the primary driver for China’s 
industrial advances and economic 
transformation

Become the world’s premier AI innovation 
center

Gather the world’s leading AI talents together Use	AI	in	a	wide	range	of	fields	–	manufacturing,	
medicine, national defense

Develop major breakthroughs in research and 
development

Establish initial frameworks for AI
laws, regulations, ethics and policy

Become a leading player in AI research and 
development

Expand the use of AI through social 
governance and national defense

Finalize AI laws, regulations, ethical norms, 
policies and safety mechanisms

Create leading AI innovation and personnel 
training bases
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3.6. THE EU INSTITUTIONS’S STRATEGY

Artificial	 intelligence	 has	 become	 an	 area	 of	 strategic	
importance and a key driver of economic development 
bringing solutions to many societal challenges, from 
treating diseases to minimizing the environmental 
impact of farming. However, there are a lot of socio-
economic, legal and ethical problems to be carefully 
addressed to ensure competitiveness and to shape the 
conditions for its development and use.
On 16 February 2017, the European Parliament adopted 
a resolution containing recommendations to the 
European Commission on Civil Law Rules on Robotics. It 
is	an	important	document	in	which	the	benefits	related	
to	the	increasing	use	of	artificial	intelligences	have	been	
clearly described in terms, for example, of safeguarding 
workers	in	the	more	difficult	or	dangerous	professions,	
but also, in general, the impact on the world of work and 
the skills required from workers.
The EP has clearly expressed the need to analyze new 
issues regarding access to data and the protection 
of personal data and privacy that have not yet been 
addressed, considering that applications and equipment 
communicating with each other and with the databases 
without human intervention represent a complex 
criticality. In this innovative context, the EP underlines 
the necessity to adopt rules governing responsibility, 
transparency and accountability without, however, 
influencing	 the	 process	 of	 research,	 innovation	 and	
development of the robotics sector.
One of the most complex issues concerns, in fact, 

responsibilities as, in the hypothesis of a robot being 
able to make independent decisions, the traditional 
rules would not allow for determining who is the person 
responsible for the compensation, being unable to 
allocate the responsibility for damages caused by a robot.
The massive utilization of robots requires also a 
thorough analysis of the emotional and physical impact 
that an attachment between humans and robots could 
have on people, the promotion of research programs 
on	 the	 possible	 risks	 and	 opportunities	 of	 artificial	
intelligence and robotic technologies and the launch of 
a structured public dialogue on the consequences of the 
development of such technologies.
Fixing general principles concerning the development 
of	 robotics	 and	 artificial	 intelligence	 for	 civil	 use,	
the EP has called on the Commission to propose 
common	 EU	 definitions	 of	 cyber	 physical	 systems,	
autonomous systems, smart autonomous robots 
and their subcategories and establish criteria for the 
classification	of	robots	that	would	need	to	be	registered	
in a comprehensive EU system of registration. It also 
underlines that: 1) the development of robot technology 
should focus on complementing human capabilities 
and not on replacing them giving special attention to 
the possible development of an emotional connection 
between humans and robots, particularly for vulnerable 
groups (children, the elderly and the disabled); 2) a 
EU-level approach and the adoption of the principle of 
mutual recognition in the cross-border use of robots 
and robotic systems can facilitate development by 
avoiding fragmentation in the internal market; 3) testing, 
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certification	and	market	approval	should	only	be	required	
in	 a	 single	 Member	 State	 (also	 providing	 an	 effective	
market surveillance); and 4) the adoption of measures to 
help small and medium-sized enterprises and start-ups 
in the robotics sector that create new market segments 
in this sector or make use of robots is essential.
The EP has drawn up several proposals, such as: 1) the 
strengthening	of	financial	tools	for	research	projects	in	
robotics and ICT, including public-private partnerships 
and promotion of research programs to analyze the 
possible	 risks	 and	 long-term	 opportunities	 of	 artificial	
intelligence and robotic technologies; 2) the launching 
of a structured public dialogue on the consequences 
of developing these technologies; 3) the provision of a 
framework that meets the connectivity requirements for 
the digital future of the Union and ensures that access to 
broadband and the 5G network is fully compliant with the 
principle of network neutrality (interoperability among 
systems, devices and cloud services, based on security 
and privacy protection from the design stage, is essential 
to	 obtain	 real-time	 data	 flows	 allowing	 robots	 and	
artificial	intelligence	greater	flexibility	and	autonomy);	4)	
the designation of a European Agency for Robotics and 
Artificial	 Intelligence	 in	 order	 to	 provide	 the	 technical,	
ethical and regulatory expertise needed to support the 
relevant public actors, at both EU and Member State 
level; and 5) evaluation of critical issues and relative legal 
solutions including a) an obligatory insurance scheme, b) 
the creation of a compensation fund, c) the possibility for 
the	manufacturer,	programmer,	owner	or	user	to	benefit	
from a limited liability if they set up a compensation fund, 

as well as if they jointly sign an insurance that guarantees 
compensation in case of damage caused by a robot, d) 
the choice between the creation of a general fund for all 
intelligent autonomous robots or an individual fund for 
each robot category and between the payment of a one-
off	contribution	to	the	placing	on	the	market	of	a	robot	
or regular payments during the life of the robot, e) the 
establishment of an individual registration number and 
f)	the	establishment	of	a	specific	legal	status	for	robots	
in the long term.
The European Commission is also aware of the 
opportunities, but also the critical issues linked to the 
development of AI. 
In May 2017, the Commission published its mid-term 
review of the Digital Single Market Strategy underlining 
the	 importance	 of	 building	 on	 Europe’s	 scientific	 and	
industrial strengths, as well as on its innovative startups, 
to be in a leading position in the development of AI 
technologies, platforms and applications.
On 9 March 2018, the Commission launched a selection 
for the creation of an AI working group with the task, 
among other things, of preparing within the year a 
proposal for guidelines on ethical development and use 
of AI in compliance with the EU Charter of Fundamental 
Rights, considering issues such as fairness, security, 
transparency and the future of the world of work and 
democracy. On the same date, the Commission also 
opened a call for the formation of a group of experts 
on damage and new technology responsibility with the 
task of advising the Commission on the applicability of 
the Directive on damage liability regarding defective 
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products to traditional products and new technologies.
On the same date, the European Group on Ethics in 
Science and New Technologies (independent advisory 
agency of the Commission) published the “Statement on 
Artificial	Intelligence,	Robotics	and	Autonomous”.
This statement, after underlining that the estimates for 
the AI global market will be $20-24 billion by 2022, with a 
CAGR of over 45% from 2016 to 2022, stresses the need 
to: 1) ensure the respect for human dignity by setting 
limitations	 on	 the	 determinations	 and	 classifications	
concerning people using “autonomous” algorithms and 
systems and also providing tools able to guarantee the 
clear discernment of cases where individuals speak 
with another person or with a car; 2) guarantee the 
respect for human autonomy through transparent and 
predictable systems allowing people to intervene and 
stop them if necessary; 3) develop and apply AI on the 
basis of democratic decisions, respecting the rights 
and freedom of the individual; 4) ensure that AI is 
based on justice, fairness and solidarity and, therefore, 
contributes to global justice and universal access to 
the	 benefits	 they	 can	 guarantee;	 5)	 clearly	 identify	
the criteria forresponsability in the event of damages 
due to unwanted behavior of autonomous systems; 6) 
develop AI to protect the physical and mental integrity 
of people and their healthy and safe development; 7) 
define	new	rights,	such	as	the	right	to	have	meaningful	
relationships	 with	 humans	 and	 not	 to	 be	 profiled,	
measured, analyzed; and 8) ensure a sustainable 
development in the interest of future generations. 
On 27 March 2018, the European Political Strategy 

Centre (EPSC) – which is the European Commission’s 
in-house think tank providing strategic analysis, advice 
and support for the President and the Commission 
–	 published	 the	 document	 “The	 Age	 of	 Artificial	
Intelligence.Towards a European Strategy for Human-
Centric Machines”, underlining the need for Europe to 
adopt an ambitious and rapid deployment strategy, 
covering both business and public administrations. The 
EPSC	identifies	four	pillars	for	a	European	Strategy	for	
Artificial	Intelligence:	1)	support – build an environment 
that is favourable to the development and uptake of 
AI	 technologies.	 Specifically,	 demand	 and	 supply	 can	
be stimulated boosting access to data in order to feed 
AI systems, enabling infrastructure investment and 
designing a favourable regulatory framework for AI 
inputs and promoting the development of AI hubs and 
excellence in AI research, supporting the creation of a 
European	 Artificial	 Intelligence	 Platform;	 2)	 educate 
– focus on individuals to build AI skills and educate 
users. The document stresses the importance to foster 
AI-specific	 expertise	 but	 also	 a	 more	 digitally-savvy	
workforce, build on European initiatives to create the 
next-generation AI talent and create resilience and 
independence, especially among digital natives; 3) 
enforce – modernize traditional institutional and policy 
tools encouraging the public sector to lead by example; 
and 4) steer – guarantee a human-centric approach to 
AI	defining	AI	quality	standards,	including	the	necessary	
levels of transparency for algorithmic processes, as well 
as obligations for private and public entities using AI-
powered	technologies	also	providing	tools	to	effectively	
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enforce AI quality standards and leading global 
multilateral initiatives.
Considering the importance of AI and the tremendous 
opportunitiesfor growth connected to its deployment 
and usage, on 10 April 2018, 25 European countries55 

signed	 a	 Declaration	 of	 Cooperation	 on	 Artificial	
Intelligence. Above all, the Member States agreed to 
work together on the most important issues raised by 
AI, to ensure Europe’s competitiveness in the research 
and deployment of AI and deal with social, economic, 
ethical and legal questions.
On 25 April 2018, the European Commission published 
a communication putting forward a European approach 
to	 Artificial	 Intelligence.	 The	 Commission	 starts	 from	
the consideration that AI will be crucial for European 
economic deployment and that Europe is behind in 
private investments (around €2.4-3.2 billion in 2016, 
compared with €6.5-9.7 billion in Asia and €12.1-18.6 
billion in North America), underlining the need to 
create an environment that stimulates investments, 
uses public funding to leverage private investments 
and ensures the take-up of AI technology across the 
European economy.
The European approach is based on three pillars: 
1) being ahead of technological developments and 
encouraging uptake by the public and private sectors. 
The Commission is increasing its annual investments 
in AI by 70% under the research and innovation 

55 Austria, Belgium, Bulgaria, the Czech Republic, Denmark, Estonia, 
Finland, France, Germany, Hungary, Ireland, Italy, Latvia, Lithuania, 
Luxembourg, Malta, the Netherlands, Poland, Portugal, Slovakia, 
Slovenia, Spain, Sweden, the UK, Norway.

programme Horizon 2020. It will reach €1.5 billion for 
the period 2018-2020, connecting and strengthening 
AI research centres across Europe and supporting the 
development of AI applications in key sectors and an 
“AI-on-demand platform” that will provide access to 
relevant AI resources in the EU for all users; 2) preparing 
for socio-economic changes brought about by AI 
supporting business-education partnerships to attract 
and keep more AI talent in Europe and training and 
retraining schemes for professionals, also encouraging 
the modernization of Member State education and 
training systems and foreseeing changes in the labour 
market and skills mismatching; and 3) ensuring an 
appropriate ethical and legal framework. To this end, the 
General Data Protection Regulation – which will enter 
into force on 25 May 2018 – guarantees a high standard 
of personal data protection, including the principles of 
data protection by design and by default guaranteeing 
the	 free	 flow	 of	 personal	 data	 within	 the	 Union	 and	
containing provisions on decision-making based solely 
on	 automated	 processing,	 including	 profiling.	 The	
European Commission has also put forward a series 
of proposals under the Digital Single Market Strategy 
that will be a key enabler for the development of AI, 
such	as	the	Regulation	on	the	free	flow	of	non-personal	
data, the ePrivacy Regulation (analyzed in Chapter 2) 
and the Cybersecurity Act aiming to strengthen citizen 
and business trust. The Commission has announced 
that, by the end of the year, it will set a framework for 
stakeholders and experts – the European AI Alliance – to 
draft AI ethic guidelines, with due regard to fundamental 
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rights. As well, in cooperation with the European Group 
on Ethics in Science and New Technologies, it will 
issue a guidance document on the interpretation of 
the Product Liability Directive in light of technological 
developments by mid-2019 and publish, by mid-2019, a 
report on the broader implications for potential gaps in 
and orientations for the liability and safety frameworks 
for AI, Internet of Things and robotics.

3.7. MEMBER STATES’ POLICIES 

Member States are also carrying out policies 
and initiatives to encourage AI deployment and 
competitiveness in Europe and with respect to Asia and 
the US.

Germany
Considering the new technologies revolutioning our 
lives and the manufacturing industry, such as big data, 
robotics,	 Internet	 of	 Things,	 cloud	 computing,	 artificial	
intelligence, autonomous transport systems, etc., in 
2007, Germany launched the High-Tech Strategy – a 
coordinated and multi-year investment plan in research 
and development in sectors considered strategic, such 
as nanotechnologies, biotechnologies and ICT. 
In June 2017, the Federal Ministry of Transport and 
Digital Infrastructure published a report on the ethics 
of automated and connected driving, stressing the 
importance of automated systems which, without 
human intervention, can autonomously change lanes, 

brake	and	steer,	and	the	need	to	reflect	on	the	emerging	
changes brought about by technological developments. 
Fixing ethical rules for automated and connected 
vehicular	traffic,	the	document	identifies	the	guidelines	
and objectives: 1) improving safety for all road users, 
increasing mobility opportunities and making further 
benefits	 possible;	 2)	 reducing	 the	 level	 of	 harm	until	
it is completely prevented (the licensing of automated 
systems	is	not	justifiable	unless	it	promises	to	produce	
at least a diminution in harm compared with human 
driving); 3) the avoidance of accidents in the guiding 
principle; 4) promoting the free development and the 
protection of individuals; 5) designing the technology 
in such a way that critical situations do not arise in the 
first	place.	 These	 include	dilemma	situations	and	 the	
necessity to continuously evolve the entire spectrum 
of technological options; 6) introducing more highly 
automated driving systems, especially with the option 
of automated collision prevention, may be socially and 
ethically mandated if it can unlock existing potential 
for damage limitation; 7) the protection of human life 
enjoys top priority in a balancing of legally protected 
interests; 8) in the event of unavoidable accident 
situations, any distinction based on personal features 
(age, gender, physical or mental constitution) is strictly 
prohibited; 9) the accountability that was previously 
the sole preserve of the individual shifts from the 
motorist to the manufacturers and operators of the 
technological systems and to the bodies responsible 
for taking infrastructure, policy and legal decisions; 
10) liability for damage caused by activated automated 
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driving systems is governed by the same principles as 
in other product liability; 11) the public is entitled to be 
informed about new technologies and their deployment 
in	a	sufficiently	differentiated	manner;	12)	the	vehicle	
keepers and vehicle users decide whether their vehicle 
data generated is to be forwarded and used; 13) the 
human-machine interface must be designed so that at 
any time it is clearly regulated and apparent on which 
side the individual responsibilities lie, especially the 
responsibility	for	control;	14)	enabling	efficient,	reliable	
and secure human-machine communication projecting 
systems able to adapt more to human communicative 
behavior rather than requiring humans to enhance 
their adaptive capabilities; 15) in emergency situations, 
the vehicle must autonomously enter into a “safe 
condition”; and 16) the proper use of automated 
systems should be part of general digital education.
In 2017, the Federal Ministry of Education and Research 
launched the Plattform Lernende Systeme which brings 
together leading expertise from science, industry and 
society and connects discerning perspectives and 
interests. There are seven inter-disciplinary Working 
Groups (WG)56 and a Steering Committee which 
consolidate the current state of knowledge about self-
learning	systems	and	Artificial	Intelligence.
On 4 March 2018, the members of the Social Democratic 
Party (SPD) voted in favor of the coalition agreement 

56 Technological Enablers and Data Science, Future of Work and 
Human-Machine Interaction, IT Security, Privacy, Legal and Ethical 
Framework, Business Model Innovations, Mobility and Intelligent 
Trasport Systems; Health Care; Medical Techonolgy, Care and 
Hostile-to-Life Environments.

that will allow Angela Merkel to remain Chancellor 
for the next four years. The coalition set several goals 
to encourage digital deployment in Germany such 
as	 broader	 infrastructure	 efforts	 and	 a	 closer	 look	 at	
algorithms and AI. A commission on data ethics will 
be tasked to provide recommendations on the use 
and regulation of these technologies. Germany will 
further develop a “Masterplan for AI” in summer 2018 
–	which	 is	 expected	 to	be	 finalized	 in	 autumn	2018	 –	
and establish a joint AI research center with France. In 
Germany, several public-private partnerships are active 
in	AI	 and	 specifically:	 1)	 the	German	Research	Center	
for AI (DFKI), founded in 1988, brings together 519 
highly	qualified	researchers	and	384	graduate	students	
from 60 countries working on 295 research projects. 
Its budget in 2015 was €41 million; 2) the Fraunhofer-
Gesellschaft, an organization for applied research with 
69	 institutes	 spread	 across	 Germany,	 has	 a	 specific	
department for research in AI, the Fraunhofer IAIS. 

France
On 8 September 2017, the French Prime Minister, 
Édouard Philippe, gave Cédric Villani, Mathematician 
and Deputy for the Essonne, the task of studying AI. His 
goal was to lay the foundations of an ambitious French 
strategy	in	the	AI	field.
On 29 March 2018, the President, Emmanuel Macron, 
launched “AI for Humanity”, the national strategy to 
make France a leader in AI identifying critical issues, 
priorities and actions to encourage AI development. It is 
organized into six parts: 
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1. building a data-focused economic policy. The 
document highlights that a lot of uses and applications 
need data availability so this issue should be the 
starting point of the strategy. In particular, the public 
authorities should introduce new ways of producing, 
sharing and governing data by making data a 
common good and impose openness on certain 
data of public interest. The task force recommends 
avoiding	 spreading	 efforts	 too	 thinly,	 but	 rather	
focus on four key sectors – healthcare, environment, 
transportmobility	and	defense-security	–	defining	a	
business strategy for each of these sectors allowing 
for the creation and organization of ecosystems 
based	on	the	different	major	sectoral	challenges;	

2. promoting agile and enabling research. For this 
purpose, the strategy stresses the importance of 
attracting French and international academics and 
private partners, such as large groups, SMEs and 
start-ups, doubling salaries in the early stages of 
their careers at the very least and making France 
more attractive to expatriate or foreign talents, for 
example,	with	financial	incentives;	

3. assessing the effects of AI on the future of work 
and the labor market and experiment adequate 
policy responses. The document emphasizes the 
considerable	 uncertainties	 on	 the	 effects	 of	 the	
development	of	artificial	intelligence,	automation	and	
robotics, particularly on job creation and destruction. 
In this context, the strategy proposes trials to design 
program that target certain groups, whose jobs are 
deemed to be more at risk from automation and 

who	 would	 have	 more	 difficulty	 addressing	 their	
professional development without guidance; 

4. AI working for a more ecological economy. Players 
in both digital and ecological transition must join 
forces, which require setting up a devoted space for AI 
research and energy resource optimization research 
promoting projects at the crossroads of life sciences 
and ecology, climate and weather research. The 
document also stresses the importance of tackling 
breakthrough innovation in the semi-conductor 
sector, one of the physical building blocks of AI; 

5. ethical considerations of AI. One of the most 
critical issues is the lack of transparency of 
these technologies. Considering that we can 
see input data and output data for algorithm-
based systems, without really understanding 
what exactly happens in between (black box 
phenomenon), it is necessary to create a group 
of certified public experts who can conduct 
audits of algorithms and databases and carry 
out testing using any methods required and to 
make research staff, engineers and business 
owners who contribute to designing, developing 
and marketing AI systems aware of the ethical 
issues involved in the development of digital 
technologies right from the start of their 
training. In this context, the setting up of an AI 
Ethics Committee is proposed, operating entirely 
independently to formulate recommendations 
and help inform researchers, economic players, 
industry and the state on technological decisions; 
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6. inclusive and diverse AI. AI creates vast 
opportunities for value creation and the 
development of our societies and individuals, but 
these opportunities must benefit everyone across 
the board. The strategy proposes to set up an 
automated system to help manage administrative 
formalities, aimed at improving public awareness 
of administrative regulations and how they apply 
to each individual’s personal situation and a 
support to the development of AI-based initiatives 
in the social arena by public authorities. 

To achieve these ambitious goals, Macron announced 
the allocation of €1.5 billion public funds for 5 years 
(2018-2022).

The United Kingdom
The United Kingdom also aims to play a leading role in 
the development of AI. 
On 26 April 2018, the government launched the “Sector 
Deal for AI”, the new strategy on AI underlining the 
impact of AI on economic growth – AI has the potential 
to increase the value of the British economy by £630 
billion	by	2035	–	and	the	aim	to	maximize	AI	benefits	
and opportunities. The strategy sets out actions to 
promote the adoption and use of AI in the UK and 
delivers on the recommendations of the independent 
AI review, Growing the AI industry in the UK, led by 
Professor Dame Wendy Hall and Jérôme Pesenti in 
October	2017,	reinforcing	the	five	foundations	of	the	
Industrial Strategy – ideas, people, infrastructure, 
the business environment and places. For each 

foundation,	 the	 strategy	 identifies	 the	 government	
actions to support AI57.
1. To support ideas, key policies include: 

 ■ raising total research and development (R&D) 
investment to 2.4% of GDP by 2027;

 ■ increasing the rate of R&D tax credit to 12%;
 ■ investing £725 million in new Industrial Strategy 

Challenge Fund programmes to capture the value 
of innovation. 

2. The Government actions to support people are:
 ■ establishing a technical education system that 

rivals the best in the world to stand alongside our 
world-class higher education system;

 ■ investing an additional £406 million in maths, 
digital and technical education, helping to address 
the shortage of science, technology, engineering 
and maths (STEM) skills;

 ■ creating a new National Retraining Scheme that 
supports people to re-skill, beginning with a £64 
million investment for digital and construction 
training.

3. To deliver a strong digital and telecommunications 
infrastructure across the UK, key policies include: 

 ■ increasing the National Productivity Investment 
Fund to £31 billion, supporting investments in 
transport, housing and digital infrastructure;

 ■ supporting electric vehicles through £400 million 
charging infrastructure investment and an extra 
£100 million to extend the plug-in car grant;

57 Policy paper AI Sector Deal, 2018, https://www.gov.uk/government/
publications/artificial-intelligence-sector-deal/ai-sector-deal
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 ■ boosting our digital infrastructure with over £1 
billion of public investment, including £176 million 
for 5G and £200 million for local areas to encourage 
roll	out	of	full-fibre	networks.

4. To provide the support needed for business 
enviroment, key policies include: 

 ■ launching and roll out Sector Deals – partnerships 
between government and industry aiming to 
increase	 sector	 productivity.	 The	 first	 Sector	
Deals	 are	 in	 life	 sciences,	 construction,	 artificial	
intelligence and the automotive sector;

 ■ driving over £20 billion of investment in innovative 
and high potential businesses, including through 
establishing a new £2.5 billion Investment Fund, 
incubated in the British Business Bank;

 ■ launching a review of the actions that could be 
most	 effective	 in	 improving	 the	productivity	 and	
growth of small and medium-sized businesses, 
including how to address what has been called the 
‘long	tail’	of	lower	productivity	firms.

5. To have prosperous communities throughout the 
United Kingdom, Government’s actions to support AI 
clusters and places are: 

 ■ agreeing Local Industrial Strategies that build 
on local strengths and deliver on economic 
opportunities;

 ■ creating a new Transforming Cities fund that will 
provide £1.7 billion for intra-city transport. This will 
fund projects that drive productivity by improving 
connections within city regions;

 ■ providing £42 million to pilot a Teacher 

Development Premium. This will test the impact 
of a £1,000 budget for high-quality professional 
development for teachers working in areas that 
have fallen behind.

The	 new	 government	 Office	 for	 Artificial	 Intelligence	
will be established with the responsibility to implement 
the Sector Deal supporting the AI Council which will 
oversee and drive the implementation of the deal. The 
Office	 for	AI	will	 report	 to	 the	AI	Council	 regularly	and	
will be subject to challenge sessions from government 
ministers on progress in implementing the Sector Deal.

Italy
In September 2017, the Agency for Digital Italy (AGID) 
launched a taskforce on AI charged with analyzing 
the impact of AI on the relationship between public 
administrations and citizens and editing a White Paper 
containing suggestions and recommendations for 
the Italian public administrations and the evaluation 
of possible pilot projects to test applications and 
services	 using	 Artificial	 Intelligence	 tools.	 If	 correctly	
designed and implemented, AI technologies can, in fact, 
guarantee concrete prospects for improving the quality 
of life. In the relationship between citizens and the 
public administration, they will be able to allow greater 
accessibility to public services, ensuring a substantial 
reduction in their costs.
On 21 March 2018, AGID presented the White Paper 
“Artificial	 Intelligence	 at	 the	 service	 of	 the	 citizen”.	 It’s	
the result of a consultative work involving about a 
hundred public and private subjects who deal with IA in 
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Italy	and	for	the	first	time	formulates	recommendations	
and indications for public administrations on the 
opportunities connected to AI deployment, limiting 
criticality and problematic aspects and to develop citizen-
friendly public services.
This paper summarizes nine challenges to be faced 
to	 profitably	 integrate	 AI:	 1)	 the	 ethical challenge, 
affirming	the	anthropocentric	principle	stating	that	AI	is	
always at the service of people and not vice versa and 
formulate general principles of equity with the aim of 
using these new technologies to address some universal 
needs such as respect for freedom and individual and 
collective rights; 2) the technological challenge, trying 
to make these technologies more similar to our way of 
relating to the world; 3) skills from the points of view 
of citizens – who need to understand the opportunities 
offered	 by	 AI	 –	 and	 public	 administration	 employees	
who need to realize which tools of AI to integrate into 
their	work	processes	and	which	ones	to	offer	to	citizens;	
4) the algorithm challenge, underlining the importance 
to ensure good data quality and, for this purpose, create 
procedures to guarantee the correct data collection; 5) 
the legal challenge, focusing on several critical issues, 
responsability being the most complex and important 
to be faced; 6) the responsibility of the public 
administration, involving the necessary actions to 
accompany the transformation of the country towards 
the adoption of AI, above all, in the management of the 
relationship between the state, citizens and businesses; 7) 
preventing inequalities where the public administration 
must focus on acquiring or directing the development 

of this type of solution to ensure that they are inclusive, 
accessible and transparent; 8) the measurement of the 
impact of this kind of technology from the point of view 
of the citizen (in terms of improving people’s quality of life 
and customer satisfaction) and that of the institutions (in 
terms	of	efficiency	and	effectiveness);	and	9)	the	human 
challenge, involving the understanding of AI advantages 
and critical issues.
After stressing the challenges related to AI development, 
the paper presents some recommendations to promote 
a national platform for the development of AI solutions, 
disclosing to the public the intermediate results of 
the elaboration of AI algorithms, enabling, with new 
resources, the computational linguistic systems for 
the Italian language to be used in open licenses and 
developing adaptive customization and recommendation 
systems that facilitate interaction with the services 
offered	 by	 public	 administrations.	 It	 also	 underlines	
the importance of promoting the creation of a National 
Competence Center, being a point of reference for the 
implementation of AI in the public administration and 
providing predictions on the impact and measurement of 
the	social	and	economic	effects	of	AI	systems,	to	facilitate	
the dissemination of skills through the promotion of the 
certification	 of	 professionals	 working	 in	 the	 area	 of	 AI,	
provide a PA 4.0 plan to encourage PA investments in AI 
solutions, support the collaboration between research, 
business accelerators and innovation hubs, both public 
and private, also at European level, to promote the 
adoption of AI solutions in the public sector, to establish 
a Trans-disciplinary Centre on AI, in synergy with the Skills 
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Centre	and	to	define	guidelines	and	processes	based	on	
the principle of security-by-design in the use of AI.
Finally, the White Paper proposes experiments in the 
fields	of	design,	arts,	psychology,	anthropology,	sociology	
and, in general, of the humanistic disciplines able to 
create links among research, industry and society.
The Agency for Digital Italy will provide funds (€5 million) 
to renew the activity of the Italian public administration.

Finland
In	 May	 2017,	 the	 Minister	 of	 Economic	 Affairs,	 Mika	
Lintilä, set up a working group with the task of identifying 
the actions able to ensure that Finland will be among 
the leading users of AI in the future. In October 2017, 
the	 Ministry	 of	 Economic	 Affairs	 and	 Employment	
presented	 the	 report	 “Finland’s	 Age	 of	 Artificial	
Intelligence. Turning Finland into a leading country 
in	 the	 application	 of	 artificial	 intelligence.	 Objective	
and recommendations for measures”. The report lists 
8 key actions for taking Finland towards the age of 
AI: 1) enhancement of business competitiveness 
through the use of AI. The document stresses the 
importance	 of	 encouraging	 the	 utilisation	 of	 artificial	
intelligence, the data and platform economies linked to 
it, and robotic solutions for companies of all sizes, at all 
stages of preparedness, also through the availability in 
towns	of	 the	digital	 school	 for	entrepreneurs	offering	
training in the application of AI and the provision of 
other incentives (for example, anAI encoding course 
offered	 to	 companies	 by	 the	 Federation	 of	 Finnish	
Technology Industries); 2) effective utilisation of 

data in all sectors; 3) ensuring AI can be adopted 
more quickly and easily. The role of the accelerator 
which provides companies access to experts and 
computational capacity, as well as providing access 
to	the	newest	artificial	 intelligence	tools	 is	 interesting.	
Accelerators will be established, for example, at 
research institutes that have adequate resources and 
networks	to	organise	these	activities.	An	effective	and	
agile	financing	mechanism	must	be	created	to	support	
the construction of accelerators and the activities that 
take place there; 4) ensuring top-level expertise 
and attracting top experts, also creating a Centre 
of	 Excellence	 for	 artificial	 intelligence	 and	 applied	
basic	 research	 and	 a	 Master	 in	 Artificial	 Intelligence	
and	 offering	 the	 necessary	 services	 for	 the	 experts’	
families,	including	a	sufficient	number	of	international	
schools and day care centres, as well as employment 
opportunities for each expert’s partner; 5) making 
bold decisions and investments. In the short term, 
the strategy provides that innovation funding should 
be targeted to the following themes, particularly, with 
€100 m as a permanent increase in innovation funding 
from	2019	–	a)	 the	application	of	artificial	 intelligence	
in	 different	 sectors	 and	 the	 development	 of	 business	
expertise, b) enterprise-driven ecosystems and strategic 
projects, the funding models that will allow new actors 
to	join	with	flexibility.	In	the	long	term,	instead,	Finland	
must renew its enterprise subsidy system so that it 
supports the renewal of business and investments 
in competence and expertise (setting €100 m as the 
permanent innovation funding level increase from 
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2020). It has also provided for the implementation of 
the Research and Innovation Council’s guidelines in full, 
which	will	mean	the	creation	of	an	effective	PPP	tool,	as	
well as changing the level of innovation funding back 
to 4% of the GDP; 6) building the world’s best public 
services transferring the management of numerous 

service processes from the administration to AI; 7) 
establishing new models for collaboration between 
the	 public	 and	 private	 sectors	 and	 among	 different	
sectors; and 8) making Finland a frontrunner in AI.
The	 steering	 group	will	 submit	 the	 final	 report	 on	 the	
progress of the program in April 2019.
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Data-driven innovation (DDI)
Data is the driver of innovation and, for companies, 
is the key to increasing productivity and dealing with 
growing competition, exploiting new technologies such 
as	 Artificial	 Intelligence.	 The	 European	 and	 national	
governments can play a fundamental role in promoting 
DDI both in the public and private sectors. This policy 
should establish the framework for building information 
infrastructures available to the public while removing 
barriers	and	defining	fair	operating	practices.
The role of the government to exploit DDI potential 
includes opening government datasets and creating 
a suitable regulatory environment for adopting and 
fostering innovation. This entails opening datasets to 
the public while protecting privacy; ensuring accessibility, 
availability and convenience; and encouraging application 
developers, companies and civil society organizations to 
utilize	this	data	to	generate	economic	benefits.
As a regulator the government can promote DDI through 
a legislative infrastructure and by establishing policies 
fostering optimal data use and distribution. Barriers to 
the distribution and use of government data should 
be removed by establishing legal criteria and initiating 
regulatory changes better suited for the information age 
that	will	provide	flexibility,	while	ensuring	fundamental	
principles such as privacy protection. This also means 
finding	 the	 right	 tools	 to	 address	 privacy	 issues	
while reducing bureaucracy and costs. In addition, 
governments can encourage private entities to disclose 
data in order to improve market rationalization or solve 
fundamental market failures.

However, a government can play several roles. Besides 
being a regulator, it also acts simultaneously as a 
DDI consumer and supplier. Thus, it should set an 
example digitizing work processes and interfacing 
with citizens and customers and, at the same time, 
implementing a data-driven decision making – thus, also 
enhancing	efficiency	and	effectiveness	and	improving	the	
quality of services. On the other hand, as a data supplier, 
governments should implement open government 
policies by being transparent, engaging and accountable. 
This also implies being able to provide tools to manage 
the trade-off between privacy and national security 
issues and open government benefits.
Moreover,	 DDI	 fosters	 new	 talent.	 Insufficient	
education policies and a lack of mobility in some 
countries mean that Europe cannot fully capitalize on 
its skill pool. Governments need to create dedicated 
education tracks in formal education institutions 
and establish suitable professional qualification 
programs	in	order	to	develop	and	ensure	a	sufficient	
supply of individuals with advanced data and analytics 
expertise and prevent the expected severe shortage of 
information science experts. It is also very important to 
raise awareness of the immense value that can be 
gained from datasets, and also promote knowledge 
and skills in the information field. This is particularly 
important for SMEs and traditional economic sectors, 
that	 can	 probably	 enjoy	 the	 greatest	 benefits	 from	
DDI. Of course, where needed, governments may 
also consider drawing upon direct incentives (in 
the form of tax credits or other money-equivalent 
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forms) to encourage companies to take the necessary 
steps they would not otherwise considerin order to 
implement DDI.

Artificial Intelligence (AI)
AI is one of the most promising technologies of our 
times. It is helping us to solve some of the world’s biggest 
challenges	 –	 from	 treating	 chronic	 diseases	 to	 fighting	
climate change or anticipating cybersecurity threats. 
Therefore,	 AI	 offers	 many	 opportunities	 in	 various	
sectors (manufacturing, transport, utilities, healthcare, 
financial	services,	education,	public	administration,	etc.)	
but, to take advantage of it, all stakeholders must engage 
in	showing	concrete	benefits	of	the	technology,	debating	
how it will impact society and addressing concerns and 
challenges. 
The first challenge is ethical. The anthropocentric 
principle stating that AI is always at the service of people 
and not vice versa58	 should	 be	 clearly	 affirmed.	 It is 
necessary to formulate general principles of equity, 
transparency and accountability, as well as the 
protection of privacy to mitigate discrimination and 
harm to individuals. 
Relative to the issue of privacy, rules governing the 
process of data exploring, sharing, processing, comparing 
and ensuring the right to information for all subjects 
are urgently needed. To this purpose, AI product and 
project development should incorporate privacy 
settings and data protection in their design (privacy 

58	 AgID,	White	Paper	on	Artificial	Intelligence	at	the	service	of	citizens,	
2018

by design). We need to create a worthy system of trust 
that allows us, through transparency, to understand 
the	enormous	benefits	of	AI	and	make	a	choice	based	
on knowledge and consent, which, consequently, does 
not damage the fundamental value of the dignity of the 
person. Moreover, it is necessary to face the problem 
of accountability, as already recommended in the 
European Regulation on the protection of personal data 
(GDPR), which became applicable in all EU countries 
starting from May 25. In this regard, it is very important 
that Member States review their national legislation to 
ensure full compliance with the GDPR and a greater 
awareness of individuals and businesses.
Another fundamental issue concerns skills that must be 
developed in the age of AI. The main challenge is not 
just	 about	 creating	 new	 professional	 figures,	 but	 also	
about adapting the existing ones to the new eco-system 
of work. Governments should implement policies 
that support the up-skilling and re-skilling of the 
workforce through multidisciplinary training paths that 
allow for the acquisition of various skills (technological, 
legal, cybersecurity). 
Finally, public policy should promote investment for 
research projects in robotics and AI, including public-
private partnerships, as well as the promotion of 
research programs to analyze the possible risks and 
long-term	 opportunities	 of	 artificial	 intelligence	 and	
robotic technologies. 
The European Commission Communication on 
“Artificial Intelligence for Europe”, published on 
April 25 2018, is a first significant step in the right 
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direction, setting ambitious goals such as a total 
investment of more than €20 billion by the end of 2020. 
However, the European Union will never be a real leader 
in AI until its Member States choose to pool together 
their	 financial	 and	 human	 resources	 and	 share	 a	 real	
single digital market. 
In this respect, national strategies, envisaged by 
several Member States, make sense only in a 
coordinated EU framework. Otherwise, as for other 
technologies, the risk could be a huge proliferation 
of R&D centers on AI, reaching an inadequate scale 
on average, and a competition focused on attracting 
talents from each other rather than from other parts 

of the world.   
To ensure a massive penetration of digital services 
and the growth connected to AI and data economy 
deployment it is also necessary to guarantee policies 
able to encourage investments in infrastructures. Wi-
Fi, fiber and 5G development, in particular, represent 
the future of the telecommunication infrastructures, 
leading to new technologies and services. 
Finally, a successful AI strategy can only be built by 
dedicating appropriate focus to the development 
of	 its	 infrastructure	 layer,	 namely	 an	 effective	 High 
Performance Computing (HPC), that should be demand 
driven.
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