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1. The importance of digital networks in facing the Covid crisis
The Covid-19 crisis showed once again, more evidently than in normal times, the growing importance of
digital networks for the social and economic activities within the European Union. The need to carry on
with daily working life, to manage production lines while reducing human physical intervention, to
remotely control patients’ health conditions, to avoid gatherings, and to improve traffic control and
ensure an intelligent mobility, all increased the importance of accelerating on the digital infrastructure
front.
In parallel, the emergency resulting from the Covid-19 epidemic and the forced permanence of citizens
in their homes has had significant effects on the telecommunication system, resulting in an exponential
increase in data traffic. This was due to the increased use of video content streaming, gaming platforms
and other data-intensive products, as well as the massive use of companies adopting smart working and
of educational institutions e-learning for students. However, there are still many doubts about how the
emergency will impact on future investments in telecom networks, which are essential to offering an
emerging set of new generation services (Big Data, AI, IoT), particularly the 5G roadmap. Investments in
digital networks can provide a positive contribution to short-term GDP recovery, and act as an anticyclical key in the medium term. In addition, investments in digital networks could also enable a series
of essential services for businesses and citizens, as shown during the Covid crisis itself (the numerous
uses in the health sector, among many others). For these reasons, the Commission’s proposal to focus
the Next Generation EU on investments and reforms, especially on the green and digital transition, is an
important step to enforcing the spread of advanced digital services, and supporting European economic
recovery. The recovery investments will be channelled towards strategic digital capacities and
capabilities, including artificial intelligence, cybersecurity, secured communication, data and cloud
infrastructure, 5G and 6G networks, supercomputers, quantum and blockchain.
According to the EU Commission, this will be a priority in the Recovery and Resilience
Facility, InvestEU and the Strategic Investment Facility. Moreover, in order to help bridge Europe’s
digital divide, which has become even more apparent during the crisis, the investment guidelines for the
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new Solvency Support Instrument will also reflect the need to prioritise digital investments. Considering
the rising importance of digital value chains and technologies, and their potential to boost productivity
and innovation, investments in this area could reach €250bn over the next two years.

2. The focus on cybersecurity
The Next Generation EU identified cybersecurity as one of its top priorities, also due to the Covid-19
crisis. This was particularly linked to the increased cyberattacks occurring during the lockdown, showing
the vulnerability in the current IT system. Over the last weeks, there has been an extraordinary increase
in malicious attacks from multiple sources, attempting to capitalise on the sudden digital disruption
caused by the pandemic (millions of digitally unskilled people were obliged to carry out activities on the
Internet, being exposed to threats). Furthermore, the crisis has also shown the need for a stronger
industrial and technological presence in strategic parts of the digital supply chain, since the security of
technology is emerging as a critical and central key-topic.
As a part of the Recovery Plan Communication “Europe's moment: Repair and Prepare for the Next
Generation”, the Commission has announced a new Cybersecurity Strategy, which could look at how to
boost EU-level cooperation, knowledge and capacity. The aim is to help Europe strengthen its industrial
capabilities and partnerships, and support SMEs in becoming established in the markets. According to
the Recovery Plan Communication, this will accompany the review of the Directive on the security of
network and information systems (NIS Directive) and a proposal for additional measures on Critical
Infrastructure Protection.
In addition, on 9 June 2020, the EU Council also underlined the importance of cybersecurity as a key
component for a digitalised Single Market. The Council highlighted the need for trust in digital
technology and recognised that increased connectivity, while empowering digital services, can result in
citizens, companies and governments being exposed to cyber threats and crimes that are increasing in
number and sophistication. For these reasons, the Council emphasised the importance of safeguarding
critical infrastructures, electronic communications networks, services and terminal equipment.
As well as the reinforcements financed under Next Generation EU, other programmes are focusing on
making the Union more resilient and addressing challenges that have been heightened by the pandemic
and its consequences. These include boosting the Union’s cyber-defences and supporting the digital
transition by equipping the Digital Europe Programme with a total budget of € 8.2 bn.
The new Strategic Investment Facility will support the creation and development of strong and resilient
value chains across the EU by enhancing the strategic autonomy of the Union economy. This is linked to
relaunching the debate for Europe to have its own tech sovereignty, maintaining open trade and the
innovation flow. Where sovereignty is concerned, the importance of data, as well as the criticisms from
some experts and politicians on (extra EU) OTT market power, have raised concerns about data

ownership and management within European Member States. Moreover, the many advantages brought
about by cloud computing has attracted several European public bodies and key enterprises, which have
mainly adopted extra-European services. It is worth noting that, since cloud computing implies the
optimization of data management, data transfer and data storage according to network and data centre
resources, the clear identification of the exact place (and applicable legislation) about where data is
stored has become more complex. Since the end of 2019, the concern for digital (or tech) sovereignty
has been raised at the European level, particularly regarding the wide usage that European enterprises
are making of cloud computing services offered by extra-EU providers, and the fact that precious data
from their key players is stored in servers of private extra-EU companies. For these reasons, it has been
proposed to set-up a European cloud service (GAIA X), a German initiative to be extended to other
interested EU countries. It is also worth noting that the GAIA X project, being a sort of cloud of clouds,
is less protectionist than it may appear, as extra-European operators may be admitted if they share or
respect common values with Europe.
Where cybersecurity enforcement is concerned, the European Commission would like European
countries to provide themselves the resources for strategically important corporates to prosper and
grow. For these reasons, the facility will focus on strategic corporates established and operating in the
EU, offering critical infrastructures and technologies and healthcare provision. The facility will
specifically support strategic value chains in smart health, industrial Internet of Things, low-CO2
emission industries and cybersecurity. Long-term investments will play a key role in strengthening
companies that implement projects of high strategic importance.

3. The evolution of cybersecurity regulation in Europe
The digital transformation of society and the economy has led to the rise of new security issues. Since
2013, the EU has worked on a wide legislation on cybersecurity to appropriately face the challenges of
digitalisation.
The EU Cybersecurity Strategy of 2013 was adopted to safeguard the online environment providing
security and freedom. It outlines the EU’s vision and proposes actions aimed at pursuing cyber resilience,
reducing cybercrime, developing an EU Cyber Defence Policy and fostering the industrial and
technological resources required to benefit from the Digital Single Market.
Nevertheless, a significant step forward in the EU legislation on cybersecurity is the Directive on Security
of Network and Information System (the NIS Directive), adopted by the European Parliament on 6 July
2016 and entering into force in August 2016. Member States had to transpose the Directive into national
law by May 2018, following Art. 7 of the Directive itself, that explicitly identifies the leading principle for
the national strategies. Moreover, the Directive encourages cooperation and the exchange of
information among Member States by setting up a cooperation group made up of MS representatives,

the European Commission and the EU Agency for Cybersecurity (ENISA). The group is involved in the
planning, guidance, signaling and sharing of the strategies. In addition, the Directive creates a network
of agents active on security issues and identifies the security and notification requirements needed by
digital service providers.
With Regulation 2019/881, known as the Cybersecurity Act, the EU reached a political agreement to
strengthen the EU Agency for Cybersecurity (ENISA) and established a wide certification framework on
digital products, services and processes. The first part of the regulation, specifically the first 45 articles,
disciplines the mandate, resources and new tasks of the ENISA, while from article 46 on, it describes the
certification framework for cybersecurity with the aim of building up a single digital market. The ENISA
must propose implementation acts that the Commission can adopt, and it must also evaluate each
certification system every 5 years.
The Regulation identifies a set of security requirements for the European certification systems, dividing
them into three groups – basic, substantial and high - and basing the evaluation on the expected risk
level associated with the use of the product, service or process in terms of impact and probability of the
occurrence of product inconvenience and liability. It specifies the evaluation activities and the remedies
for each category. Furthermore, the Regulation prescribes at the organisational level the identification
of a national authority in each Member State.
In addition, the Cybersecurity Act establishes the European Cybersecurity Certification Group (ECCG),
made up of representatives from national cybersecurity certification authorities or other relevant
national authorities, to assist the Commission in its work to ensure the implementation and application
of the Act, being an advisor in the relations between the Commission and the ENISA.
By 28 June 2024, and then every 5 years, the Commission will have to evaluate the impact and
effectiveness of the ENISA and its work, with the possibility to modify its mandate and subsequent
financial implications.
The continually evolving digital environment requires the European system to be able to define and
implement effective security standards in order to make the development of 5G networks possible. This
is a core target as these networks are a key element for the internal market to evolve, especially for the
effective management of core economic and social services, such as energy, transport, financial services,
health systems and industrial controls.
On 26 March 2019, the Commission adopted Recommendation 2019/534 on the cybersecurity of 5G
networks, highlighting the risks for these networks and suggesting risk-analysis and management
methods at the national level to be implemented within a coherent European context.
It is important to not only consider the technical factors, but also to evaluate the risks under a broader
approach involving legal requirements, or other aspects concerning technological providers or the
governance model adopted in the Member States.

The Recommendation identifies a set of actions to support an appropriate risk assessment, both at
national and European levels, and a package of measures to implement in case of need. For 5G networks,
it identifies a clear roadmap that the Member States must follow to evaluate risks, updating the
requirements for firms that provide public communication networks or public communication services.
In order to achieve an effective prevention of and fight against threats, the document points out the
importance of a European coordination of the evaluation systems and encourages information sharing
between Member States and the European institutions, in order to reach a common awareness of the
cybersecurity risks connected to 5G networks. Moreover, each Member State should have
communicated its national evaluations to the ENISA by 15 July 2019, in order to complete a specific map
of the 5G environment in Europe.
Finally, the Recommendation encourages Member States to cooperate with the Commission in the
evaluation of the effects of the document itself by 10 October 2020. Hence, consistent with the
Recommendation, the NIS Cooperation Group has published a EU-wide coordinated risk assessment of
5G network security. This is a report that, starting from the each MS’s national evaluations, identifies
the most important threats and most dangerous agents, the sensitive resources, the main vulnerabilities
and the different strategic dangers. The report also focuses on the innovations brought about by these
networks and, as well, the role of providers in setting up and using 5G networks, and the degree of
dependence from the single provider. It also stresses the importance of the implementation of a new
security paradigm through the analysis of the current strategic framework. Moreover, in its conclusion
of the 3 December 2019, the Council sustained the remarks of the Cooperation Group, once again
underlining the importance of a coherent approach to avoid market fragmentation.
Finally, on 29 January 2020, the Commission published the Communication "Secure 5G deployment in
the EU - Implementing the EU toolbox" which took note of the absolute importance of 5G for many
essential services and, therefore, the strategic need for the Union to ensure 5G network cybersecurity
at a time when cyber-attacks are both on the rise, more sophisticated and affecting a wide range of
stakeholders. Under the NIS cooperation and following the completion of Member State 5g network
infrastructure risk assessment procedures, the NIS Cooperation Group has published a EU-wide report
on the coordinated cybersecurity risk assessment of these networks, identifying the most important
threats and their main perpetrators, the most sensitive resources and major vulnerabilities (technical
and other) affecting 5G networks.
On the same date, the NIS Cooperation Group published the EU's package of instruments, including risk
mitigation measures. It deals with all the risks identified in the coordinated risk assessment report,
identifying and describing a range of strategic and technical measures, as well as corresponding support
actions aimed at strengthening their effectiveness, which can be implemented to mitigate the identified
risks. The document, in highlighting how Europe is one of the most advanced regions in the world
regarding the commercial launch of 5G services (by the end of 2020, the first 5G services should be

available in 138 European cities), takes stock of some of the areas where 5G will operate as an enabling
factor for a number of important applications and, more specifically, in e-health, intelligent energy
networks, future factories, media and entertainment and mobility.
The document's objective is to identify a possible common set of measures to mitigate the main
cybersecurity risks of 5G networks (as identified in the EU-coordinated risk assessment report) and to
provide guidance in selecting the measures to be taken so as to create a robust framework ensuring an
adequate level of cybersecurity in the 5G networks across the EU and a coordinated MS approach.
The package’s measures will contribute to achieving a number of important safety objectives necessary
to address the risks identified in the risk assessment report and to protect the confidentiality, integrity
and availability of 5G networks. These objectives are based on: a) strengthening security in the design,
implementation and operation of networks; b) raise basic safety standards for product and service
safety; c) minimise exposure to the risks arising from the risk profile of individual suppliers; d) avoid or
limit the main dependencies of a single provider in 5G networks; and e) promote a diverse, competitive
and sustainable market for 5G equipment. After briefly recalling the regulatory tools already in use (NIS
Directive, Cybersecurity Act, Reg. 452/2019 which has established a framework for controlling foreign
direct investment in the Union, the GDPR, and e-Privacy Directive, etc.), the document highlights the
centrality of mobile network operators and their suppliers, responsible for providing the software and
hardware needed for network operations.
Where the measures are concerned, the package identifies: 1) 8 strategic measures, including
strengthening the regulatory powers of the authorities for the examination of the network supply and
deployment, specific measures to address risks related to non-technical vulnerabilities (e.g. risk of
interference by a third country or risks of dependence), as well as possible initiatives to promote a
sustainable and diversified 5G supply chain and value , in order to avoid systemic long-term dependency
risks; 2) 11 technical measures, including measures to strengthen the security of 5G networks and
equipment and, in particular, the security of technologies, software, processes, people and physical
factors. These measures are to be supported by a number of actions based on reviewing or developing
network security guidelines and best practices, strengthening the testing and control capabilities at a
national and European level, supporting the standardisation, exchanging best practices on the
implementation of strategic measures (particularly, national disciplines for assessing the risk profile of
suppliers), ensuring that public-funded 5G implementation projects take into account cybersecurity risks
and ensuring the application of standard technical and organisational security measures through a
specific European Certification Scheme.
The most complex section of the document is paragraph 4.2 where for each of the nine risk areas
identified in the EU-wide coordinated risk assessment report, the package identifies risk mitigation
plans. These involve a combination of strategic and/or technical measures (along with appropriate
support actions) that are classified into four levels, based on an assessment that considers risks to be

faced and the persistent risks occurring after the application of the same measure. In concluding, the
toolbox calls on Member States to implement measures and obtain the necessary powers to mitigate
risks, by strengthening security requirements for mobile network operators, assessing the risk profile of
suppliers, and applying appropriate restrictions on suppliers considered to be high risk. The latter
includes the necessary exclusions for critical assets, ensuring that each operator has an adequate multisupplier strategy to avoid or limit any heavy dependence on a single supplier and avoid dependence on
suppliers. The Commission, expressed its willingness to continue to provide full support and take all
relevant actions within its powers in order to support MS implementation of the package of instruments
and to strengthen its impact. It called on MSs to outline, by 30 April 2020, firm and measurable actions
to implement the set of key measures recommended in the conclusions of the EU's toolkit package and,
as well, for the NIS Cooperation Group to prepare a report on the state of implementation in each
Member State of these key measures by 30 June 2020. This would be on the basis of the reports already
submitted and the monitoring carried out periodically, particularly within the NIS Cooperation Group,
with the support of the Commission and ENISA.

4. The next steps and the need for simplification: the Nesas
According to the latest updates, after the publication of the EU toolbox of mitigation measures and the
Commission’s report on the implementation of the EU toolbox, the Commission, on 30 April 2020, called
on MSs to begin carrying out the key measures. For the next steps, on 30 June 2020, the Commission
intends to call on MSs to prepare a report on their implementation of the key measures and, by October
2020, a review of the Commission Recommendation adopted on 26 March 2019 will be undertaken.
An important role is also to be played by the GSMA Association and 3GPP in implementing a common
framework to support equipment vendors in order to meet all the requirements. Here, the progressive
and increasing move of the most important economic activities to the mobile networks, due to growing
data traffic and massive spread of IoT, has increased the mobile networks’ key role. Indeed, the debate
on these infrastructures has now extended to the national security of single counties and geopolitical
relationships.
Furthermore, for these reasons, the need for networks to be robust and reliable has pushed single
nations to regulate mobile network equipment on their own. This trend is creating a global
fragmentation in security requirements and compliance which can generate critical situations for
equipment vendors in complying with many different regulations, hence producing delays and
increasing costs.
It is worth noting here that, while this trend brings up the need for equipment vendors to meet all the
national requirements, this does not necessarily improve global security. Moreover, the increase in

requirements could also prove to be counter-productive for equipment vendors, as different
requirements from different countries may be contradictory.
Consequently, the GSMA prepared a proposal to the EU Commission for making the Nesas (Network
Equipment Security Assurance Scheme) a candidate scheme for 5G certification. Jointly defined by 3GPP
and GSMA, the Nesas is a voluntary initiative of the mobile industry to provide an industry-wide security
assurance framework to facilitate improvements in security levels on mobile network infrastructure
equipment. The main goal of Nesas is to provide a common set of security assurance requirements which
could introduce a common security baseline for all products, independently from single state
requirements, and which could be used globally, by allowing equipment vendors to focus on creating
and improving the product, by only having to fulfil a single set of security requirements with the potential
to provide an effective security gain.
Consequently, the goal reached, thanks to Nesas, involves putting together a set of meaningful security
requirements which form a security baseline. All network equipment must meet the security
requirements, as well as the equipment vendors, ensuring that none of the equipment deployed on the
mobile network will be weak in terms of security.
The Nesas security assessment involves several different phases and actors. On the one hand, the test
regards both the vendors’ equipment as well as their internal processes. Indeed, all vendors have
defined processes for product development and product lifecycle, and these have security controls and
procedures included. The assessment is focused on these procedures, and has a combined set of
requirements for vendors, which need to demonstrate how they achieve this. The product evaluation is
covered by security tests pre-defined in a standardisd catalogue and performed by competent test
laboratory
The whole scheme is a collaboration between GSMA and 3GPP. The predefined standardised security
tests come from the latter, while GSMA provides the requirements and the methodology for vendor
process assessment and the procedures for the test lab accreditation.
As for the functioning, the equipment vendor is audited by an external auditor which applies the Nesas
documentation containing the requirements and the methodology of how to perform the audit. As soon
as the vendor is audited, it will create an improved product to be brought to the test lab, which uses the
SCAS test cases provided by the 3GPP, runs through these cases and writes the evaluation report. This
report can be made available to the mobile network operator (the vendor’s client).
The auditor and the test lab are two distinct entities. Moreover, according to the Nesas scheme, a vendor
can run through an internal test independently of the product they have produced. If a vendor has
multiple products or product lines built into the same internal processes, it only needs to run the
assessment once, for these processes, and then send the product for evaluation to the test lab. With
this, the vendor would state that it has complied with the process that had previously been audited.

The test lab has a double role. It runs the test cases and needs to validate the evidence provided by the
equipment vendor that the product has been built in accordance with the previous audit. In addition,
the auditor’s will include all the evidence the vendor has to provide. This step must be done by the
auditor, and is not part of the Nesas specifications, due to the fact that it is up to the vendor to decide
how to meet the security requirements.
Thus, Nesas is more tailored to industry needs and more practicable, with a faster process for a new
product and an updated release for an existing product. The standard is designed to evolve over time,
thanks to further releases and reports with feedback from stakeholders, and extending requirements if
the possibility to improve in particular areas is shown.
Nesas is based on voluntary participation, with equipment vendors free to decide on following the
scheme, driven by market demand, and made up of network operators and regulators. For the latter, it
is also worth noting that Nesas interfaces well with certification, and can interact and combine with
national certification.
Included in the various benefits of Nesas, those for equipment vendors concern the non-multiplication
of work in responding to inquiries regarding equipment security, to increasing their ability to achieve
and maintain security levels, as well encouraging security by design culture across the entire vendor
community.
Instead, the benefits for operators involve the decrease in the need for single company security
requirements, and security cost sharing among vendors and operators.
Moreover, the benefits for nation states are related to the security assurance scheme acceptance (and
funding) by industry, and the fact that a single assurance scheme is universally applicable and the
possibility of interfacing with national certification and enhancing the security standard as needed.
In conclusion, the Covid crisis, the tendency to increase internal European security, as well as
guaranteeing the good functioning of the Single Market have required specific actions in order to
harmonise security standards and procedures across European Member States. Here, the efforts to
improve the European common regulation on cybersecurity, as well as to increase the investing funding
for digital networks and services are moving in the right direction. On this road, the use of an
interoperable standardisation procedure, such as that of Nesas, can help in paving the way for the
concrete development of new generation services in the Digital Single Market.

5. Key questions
a) The Covid-19 crisis has once again shown the growing importance of trustworthy digital networks
and critical infrastructure for the social and economic activities within the EU. Has the concept of
European technological sovereignty, proposed by the Von der Leyen Commission, evolved
significantly due to the crisis? How can the new EU cybersecurity strategy contribute to

strengthening the EU’s technological sovereignty? What are the key steps towards the revision
of the EU cybersecurity regulation?
b) Next Generation EU further highlighted the need for prioritising digital investments and also
identified cybersecurity as one of its top priorities. Are recovery plan investments sufficient to
address the EU’s cybersecurity ambitions? How should the Recovery Instrument funding in digital
networks be channelled and prioritised?
c) Setting international-wide standards is pivotal to ensuring digital technology safety and
trustworthiness. Can EU-developed standards contribute to achieving European technological
sovereignty while safeguarding global cooperation?
d) The continual shift of important economic activities to mobile networks has increasingly
augmented their critical role. Last January, the Commission called on Member States to take steps
to implement the set of measures recommended in the 5G toolbox conclusions. What is the state
of play for the toolbox implementation at Member State level? What are the foreseen steps in
the coming months?
e) The need for mobile networks to be robust and reliable pushed single nations to regulate mobile
network equipment on their own. This trend could create a global fragmentation related to
security requirements and conformity. Are interoperable standardisation procedures such as
NESAS useful to avoid this fragmentation and thus maximise the benefits of the Single Market?

6. Main highlights
"EU Cybersecurity Videotalk - Fostering Trustworthiness for Critical Infrastructure in Europe”. This is the
title of the VideoTalk held on 30 June by I-Com – Institute for Competitiveness.
Bringing together high-profile stakeholders from EU institutions, EU Member States, companies
(telecommunication network operators and equipment vendors), business and civil society
organisations, the academic sector and other relevant organisations, the event – organised in
cooperation with the MEP Marina Kaljurand – provided a high-level and restricted forum to reflect on
how to further develop cybersecurity and trustworthiness for digital technologies in Europe, as an
essential component to ensure EU’s technological sovereignty. In particular, as the implementation of
the EU Toolbox on 5G Cybersecurity is ongoing, the VideoTalk was an opportunity to focus the discussion

on cybersecurity issues for European telecommunication networks and the related critical
infrastructures.
The event was opened by Stefano da Empoli, I-Com President and Marina Kaljurand, MEP for the
Socialists and Democrats, LIBE Committee. There followed the keynote speeches, by Jakub Boratynski,
Acting Director ‘Digital Society, Trust and Cybersecurity’, DG CNECT, European Commission; Luis Jorge
Romero, Director General, European Telecommunications Standards Institute (ETSI); Juhan Lepassaar,
Executive Director, European Union Agency for Cybersecurity (ENISA); Tamara Tafra, Chair of the
Horizontal Working Party on Cyber Issues; and Sven Lachmund, Chairman of Security Assurance Group,
GSMA. An open debate followed, moderated by Mattia Ceracchi, I-Com Head of EU Affairs, before the
final remarks by Wiktor Staniecki, Head of Cyber Sector, Security and Defence Policy Division, EEAS and
MEP Marina Kaljurand.
Below are the main takeaways of the discussion.
Defining the EU’s technological sovereignty
The Covid-19 crisis has clearly highlighted the importance of connectivity for the global digital economy,
at the same time, raising awareness of the vulnerability of critical infrastructure. Participants highlighted
that geopolitical conflicts emerging on critical infrastructure are globally influencing and impacting the
ordinary business and industrial order. The crisis has provided a new impetus to the idea of promoting
so-called technological sovereignty for Europe.
Technological sovereignty (or strategic autonomy) should not be seen as a synonym of isolation or
protectionist behaviour, but as an approach to increase EU’s collective capacity to protect its own values.
Some speakers underlined the importance of using all levers of influence to defend EU’s own interests,
so as to be as resilient, autonomous and respective of European values as possible.
Speakers and participants agreed that the Recovery Plan proposed by the Commission moves in the right
direction in terms of ambitions. It was highlighted that Commission’s proposal to focus Next Generation
EU on investments and reforms, especially on the green and digital transition, is an important step to
enforcing the spread of advanced digital services, and supporting European economic recovery. It is
significant that recovery investments aim to be channelled towards strategic digital capacities and
capabilities, including artificial intelligence, cybersecurity, secured communication, data and cloud
infrastructure, 5G and 6G networks, supercomputers, quantum and blockchain.
Implementing a EU-coordinated approach on 5G cybersecurity
Speakers and participants agreed on the huge potential of 5G. As a key technology to enable global
cooperation and boost economic progress, 5G can be fundamental in helping reduce the digital divide,

fostering innovation and allowing different actors to access markets . As 5G networks are becoming the
backbone of many critical applications, their integrity and availability are per se a major security concern.
The Commission’s Recommendation on the cybersecurity of 5G networks (March 2019) firstly
highlighted the risks for these networks and suggested risk-analysis and management methods at the
national level to be implemented within a coherent European context. Important findings from the EU
coordinated risk assessment pointed out that 5G can cause an increase in the overall attack surface and,
thus, the potential entry points for external attacks and, as well, certain pieces of equipment, such as
key technical management functions, may also become more sensitive.
The EU toolbox for 5G security (January 2020) is a package of tools that identifies a possible common
set of measures to mitigate the main cybersecurity risks of 5G networks (as identified in the EUcoordinated risk assessment report) and provides guidance in selecting the measures to be taken so as
to create a robust framework ensuring an adequate level of cybersecurity in the 5G networks across the
EU and a coordinated MS approach.
The NIS Cooperation Group is expected to prepare a report on the state of implementation in each
Member State of the EU toolbox key measures (the deadline was on 30 June). Speakers underlined that,
although the toolbox is a non-binding instrument, Member States have proceeded to take concrete
actions, using both strategical and technical options available, in a positive atmosphere of cooperation
and best practices and experience exchanges. Some participants further highlighted the need for the EU
Toolbox to continue to be based on an objective assessment of risks and benefits of possible measures,
as also endorsed by the Commission, without targeting any specific company or banning equipment
vendors only on the basis of the country of origin.
The need for common standards and the case of NESAS
Global interoperability has been essential to developing and maximising the benefits of digital
technologies. Global standards have enabled worldwide interconnectivity and interoperability, have
prevented further fragmentation and enabled economic sub-scales, allowing for a focus on technology
development and contributing to setting a single global digital environment.
On the other hand, the need for mobile networks to be robust and reliable has pushed single nations to
regulate mobile network equipment on their own. This trend could create a global fragmentation related
to security requirements and conformity. An important role in implementing a common framework to
support equipment vendors in order to meet all the requirements is played by the GSMA Association
and 3GPP. For example, GSMA prepared a proposal to the Commission for making the NESAS (Network
Equipment Security Assurance Scheme) a candidate scheme for 5G certification.
Jointly defined by 3GPP and GSMA, the NESAS is a voluntary initiative of the mobile industry to provide
an industry-wide security assurance framework to facilitate improvements in security levels on mobile
network infrastructure equipment. The main goal of NESAS is to provide a common set of security

assurance requirements which could introduce a common security baseline for all products,
independently from single state requirements, and which could be used globally, by allowing equipment
vendors to focus on creating and improving the product, by only having to fulfil a single set of security
requirements with the potential to provide an effective security gain. As mobile equipment vendors can
survive only in a global market, the key point is how to achieve a proper level of security by bringing
together collectively security requirements, control and methodology while applying this at global level.
It was highlighted that the key for NESAS to succeed involves states adopting it, being willing to regulate
the mobile networks in the context of critical infrastructures, with the purpose of avoiding
fragmentation in the global market in terms of security requirements and performance. Speakers and
participants overall agreed that interoperable standardisation procedures such as NESAS are certainly
useful to avoid fragmentation and, thus, maximise the benefits of the EU Single Market.

